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ZEEmAAR H o H REERER 2t b NTAR M H 2514
o0 T & ZE4 ) (Information Security ) AR AN 2E R HRATE S
sfen o {fciB PWC JiA 2022 4F 9 H AN RIS 42 #H75 ( Global
Digital Trust Insights Survey ) > PWC 43725k 65 B ~ &5t 3,522 ZK 13 »
e R BN E B E = FERERETE 27 Y B4EERINRESE
1 RE SR 2 S AT 2 (IR E S 39 100 H £ 2,000 &35 T2 6t
1
{ES iz gAY ( Digital Transformation ) JRIFEIGRIK T » 2K EM
NP NBALC SR TAERE LA R (B LB A T REFA SR A SE B
DA S5 s B R 2 e By B DR AN & 1 B - 45 B R 7S
B - EEUISE B Kl E 42253 Colonial Pipeline 11 2021 47
FIENRN BRI - RIS E RGNS T BisaRIEa#E e - Wik
S [ B R O 2 2 R EE R A B L T R e S R RE R B M
"ERIR | (Data Economics ) Bl A BIFEMIE VIR smivaEeE
BRI B S BIRE IR B Ry B B KO &R > T B R A A R & R
AR ENERNEAREERTT Rt BUSFENE T - K o] DR ETHY
HAHM A - FRFER &N - REETR S - FEEREN
BN > B AT EI A B SR = B RHE B R B ST R
ML AR EEIEE AN B RHE AR EE R WHEERA AT AT
ARVERFR  TMHIPEZ - &L 2 E N ERHMReER Ry 25 B

1 PwC, A C-SUITE UNITED ON CYBER-READY FUTURES: FINDINGS FROM THE 2023
GLOBAL DIGITAL TRUST INSIGHTS 10-11 (2023), available at https://www.pwc.com/gx/
en/issues/cybersecurity/global-digital-trust-insights.html (last visited June 12, 2023).

2 Sean Michael Kerner, Colonial Pipeline hack explained: Everything you need to know,
available at https://www.techtarget.com/whatis/feature/Colonial-Pipeline-hack-
explained-Everything-you-need-to-know (last visited June 12, 2023).
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BB TR - ArH T & ZEEE | (Chief Information Security
OWWO%Vﬁﬁ’“ﬁlW&&lﬁiﬁ%%ﬂﬁﬁﬁﬁ HEEMEA
YR B EBHRZOR » WA BB R EEREZTEEA © » BILR
SENERREE h— Ao Rl EERE - DUAB =N & 58S K
HRANEE 2 B P sk 2 ERHREE -

A AARERIFEMAIER LI

R R R S TR R ) 2 (i

(—) TR 2B B (2 B KR

O~ FLABRFTH S E AN TR S E R 0 Bh T EBE  (Risk)
—EAN S HOZFE (AT ] g2 B4 2% 23 I HUVE B e i) AR i s
Bt o 1B SEART A R E e TH@” %/ D[\ DA B s {m] [ {EC B
e ’fTE%BAikééfl&& T I o R B PR D o B L B E
COSO Z g (Committee of Sponsoring Organizations of the Treadway
Commission, COSO) * CIEEEBAN TR - AR
( Enterprise Risk Management - Integrated Framework ) Z {4 » i
PR EEERN " BROESEER MR SRR EESRE

3 BEEZE - m¥EEREEHBENLSEEEET > Me&EMER - F 758 - H 27
201347 H o

4 1970 % 80 FERMBAEF LA EMHHREN » BEICE N BHFENE
A0 > Bk EEEE AE OBERE TS E f%til FHETE - et
g METEWY  EEGAEMERANETEX G ERSEE T > =
B 1985 FEpk 11 R EM B E L EZ &€ ( National Commission on Fraudulent
Financial Reporting) - [thZ 8% W yhfE & Treadway ZE 2 » i f Treadway é =
EEBIRL COSO ZET @ & ANEHEHIS AR RS 2 9T TIE - MBl= - &
=4t > EE COSO NEMZERIMERI SRS 2 /M4H » s BIIE AT > 5 33 & > % 6
Hi> H6>201546 H -
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EHERE A A B2 E > FLHIE SRS « PR B bR 2 VB
HIH ~ EEE B o (EHAEB SR WA 2 EE > DIaB RS
HEAE Y R ° -

COSO ZE &)t 90 A HAR " BRI - MR T EbsR
Wy AN EBPER] 2 SHECEEER - 28T AEARSEACE R b AT T
FEpRe o TR B T SRS, = SRR 0 DIETE
Rl R AR - AL - COSO H%dn T R E IR EH — RN | W
&0 S T N ER R ) =S REAR e TR TR TR
H R TEE ) FIURBERE - KRS T ARSI S TIRER
PEre By T NEREREE ) T HARSCE 5 TSR T bR L T R
FE o TPEREES) ) TS K TEE ) B/ ARER -

R ZE MR MEAYER: DA EARR E N B A 2
WERE - BEE AR R E RN e e R - 1R A= A TRV &R
SEEEMZEEH MRS SR ATA SR F R E AP - K
DRIFE B ¥ A ZEVE R AT ARV R 2 2 Bl (O E R 2 HRE
i EFEEMN T 2R > BIORALD ~ RAELFIH SR - TPk
GEHVERESR - M PAETT AV AE Ry oy ~ RABIF T353R nl ge s AL BV VBHE &
Al i o

(=) Eaae 2 mlbgeey BRI B 3R 22 Jf v Bl B KT 55

1. a2 mlb ey B &

RS ASEVERN B E A RO L EER - HEERNE
WA Bt H iy T2 RS (H5 g Bl e SRR T
SEIGHACHIN & - Rt E A EokhE]4E (Profiling) ~ RS REEEAL ~ 1

5 BFEEFE[EFE3 H27-28-
6 E75HG 0 ERE5EE] COSO ZE &~ T RGBT —REaZMHE , Wi BREE
FrHT] > 552251 > H 13> 2016 s£ 4 H »
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BEHEREEE B R F AR

T RN 2 R b S SR AR - BN e o B HEAH e b
HREFP R R in E R bR e - ST E b A R EAVE S TAE -
EBEER—MNS > RREEB —EFRMHTE  AERILITH=
REHT (1) BRI EEN L EEINBFRT AT RE SRR « e
B RES R AR SRR AR N B b - MEAREUE E [RIE - LSS
HREHIRR I E AL — B TR 2 HVEEEI - (2) IETF &L 2RI
A+ e B A RE S i B A SR B A, - E R R B A
I RESTR B A AR AR T2 © (3) IRe /A BUE R E
B A (W% RS E ) AUMHRAZEIR -

LT E— B EEAEMN LM Ml e = iE
HERAHRE - IR RN RS REkEE T BT e R A AR
B2 2 B b B A S SRR A B I DUHES R Pl » A e o FIET & a4
R EETEANF EHE R TR BT -

2. Ha\E b 3

DUEFSED AR El s P s i e B el 2 e b s ol B A e, Rl -
AR E R I R S T (R E LA R T R e e
F o JREIERGIHARA ~ SNSTRIIVERZEF K - IS EALREUR
DURGES ~ B BRSO R A T Re B RN 2 B - DA
R R\ VA T TR B Pl V3

i "R EE  BAESUE - A E S RIER T EbREA]

7 EEERE > REEBEATEAEREENES @ DIREUARE A HE > EiftE
WH5e > 5318 > EH 3-4-20164E7 H -

8 & LH B Z2ERBEMENE - H 7 - hitp//www.im.ntu.edu.tw/~tsay/
dokuwiki/lib/exe/fetch.php?media=courses:sem2009:20090410cha.pdf ( £z &3 H
Hi:20234FE6 H12H) -

9 JETSED S PR R S A E b e B A SR 4 B 1 TEACL -
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(Risk Criteria) ~ " JE\ 24k | (Level of Risk ) K " JElf& 201 | (Risk
Acceptable Criteria ) o JE\fg 4 Il (Z 5 5 Ak b 282 P P FH Y A R 4
Fe B G704 AR HE SRR T ENME ) 1EA > RIEEHEFROEE
8 (1) 538 (2) BE 0 K (3) EERE=(EHEE - BlHEgilE
fi5 DUBE s A PR AP 4528 2 88 6 07 NFoR 2 BBk - s
bz e Al RIS FE1RE H DU E B B B0R 2 Ells 2 R Rl > 1EHPTE=S
B EgEZAER] > HIFEARE © (1) EBFTRREEE (2) A -
VEA BB LK) I TN 2 FK 5 (3 ) E A ERE(C Intellectual Property Right,
IPR) ; (4) BEIRTECARNL 5 (5) Feffaplas - (6) &&EHE S (7) thE
BLEEHR S -

3. Hill&ambs s pa Bl

SETSER T IATS T R Pt R i A B T H AR A B T
bpaid | —= > BET AR 2 Ebe iz i =0EsE (L) Bl > (2)
AR R A 5 (3) [FHERERRZEARE ; (4) EREEEE 5 (5) #2
S E" - HERTEE SR TR SR R ERET
[E\giiER T o WHHET RSB 2 BT IETR(L e iR R an E b 2
SRR 2B ED T - WEERFTRER - BAIET - TESE
FRZ > 20BEETYIRNE (D) JEEEE > (2) SRRz 25107745 (3)
PRI AER 5 (4) MERIAE AS 5 (5) FMSEREEY - thoh - g1
FrER IR SR B AR E il d e HIE - FR RIS
H=P(TEE R R [EE RS e E e G EE R R 2 E s E DL T

13,

10 JAFSHED K FE R A e = b s B RS 4 RS 1 TS LB 3R -
11 JEFSER KPR & sl 2 o I e Pl B B A 0 5E 5 RA5E 17 -

12 JRBSHR R P B a2 2 b S P E B AR S 5 SR 2 7 -

13 JEBSHL P Im e B a2 e b s T E A S RS 3 I - S 4 H -
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(=) El\k 2 mlbgd e T AR 2R 1 ZIE AL Z

Ll e ERE "EilA% ) B4 BERENENLR
KRG » HarigdEe B MR e Z ek - SFREFEEHE
AL ZE B P B AV - (EEHZ 2B - EifUaH a6
—DIEY o DAY Ak st -

&ML EHREHSERT - g " EiflEe R iEERH-
HEM - SEMNLZERERTRHEEAFRBERZR  (FLEBNVENZ 2
& WWHRESE R E L 2 A OERE TR - o TR EFT IR
JE\Bg I AE SRR - Bk A Al & SE RS RS 3% AMHE
JEZ &R - 52 BREMESREIEENENLZSRE  CE&NRENLIE
ERNEMNZ R TE— % DREERZ RO EVEmE
B TR AR B 4 bl b e > Rl A

PEE A AR A AR Tt i B R i Py 1 ST 2 2RV Al
Wil ae o H[EIRF B NI 222 248 vl Be B2V R - Rl Bk
FIRRE (i B PR T SR SRR BT TARS ~ KR 2 e B TR it 5 B A
S > P ER YA F B R T U AR AL 280 - i)
R EEENZ 2 BB o BRER —EA DR MayE RS
B EREEAN (2% MEEEIREEN T » HEEAE 2023
3 HagAn T R EZLHRS | (National Cybersecurity Strategies ) » &7~
KR FEHVENL 2RI BRoSs R B &L SRl ELa i
HIBFES » TRFRBHEEIEE W ins AR AR e i S s H R S RlE
SRS AR AR S EHEMRIE T - R SR i

14 PEEZ - [FEE3> H3le

15 #EHEZ > AEMNNEE > FEAIHERILEZLE » https://www.ithome.com.tw/
news/155142 (E&RIE HE : 202346 H 12 H) -

16 THE WHITE HOUSE, NATIONAL CYBERSECURITY STRATEGIES 9 (2023).
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BOERIBEREHE @ IRTRERE T EiE ek ) BEAEHAEN -

TR 1 B - R B B

(—) BNl ZERIERE L EHE

1 BARERZER

&illZ2 £ (Chief Information Security Officer, CISO ) f5 S 21435
T EECENNESEREER e SEEEAR Y - RS E
L R LSO RO oK 8 ~ Elmat A BN TS EERET » 158
ERERUAR YRR BiEER LRI —AENEZENEH
wief - Bl e RER T IENERINVEEm A 27 2 B0 - Eifld e
RN E AT - OB E 2 S F R E AR, » #5H
BUR[ERF I s P E B BT E1F - UEEE N 2B S E0E
SESERSEE HARORE— 8 RIS S M S A AR R -

2. A\ ZERIME

MERZERBENS @ AN ZEEEREE S 90 FAREHE
( Citigroup ) #EE &4 2 K7 Stephen Katz Fr S e Y8 #ill#] - Katz
HE&ERZERTEBRREE T & T/

(1) HZLPE (Security Operations )

L B R A Rl A 1T RIS o B » [FIRSR 1 3 T R S A B Y 17 2
{Ta8 R B4 -

17 Josh Fruhlinger, How the CISO role is evolving, available at https://www.csoonline.
com/article/3332026/what-is-a-ciso-responsibilities-and-requirements-for-this-vital-lea
dership-role.html (last visited June 12, 2023).

18 SUBZEE » EEZ AN EEEEERZT 2 HEIER KETFETE
https://www.lexology.com/library/detail.aspx?g=e1570392-d100-4b84-8386-f0f6b096
cf3e (Fiz BB HI 2023446 H 12 H) -



—— A HilZ e RZREHEEIHT 1

(2) Fausm b BHgEE 153 ( Cyber Risk and Cyber Intelligence )
P E R R AV 2R IR FF R — RGBS
HIZB T RE R O i B B 2 E T EI P Al RE SRV B R E 2 M -
(3) EFHWIELZERLTEPS ( Data Loss and Fraud Prevention )
MECRAEZENE A BN EGR FHEGEERCE R -
(4) B4R ( Security Architecture )
FE - ERABELHEBE ZAAH RN - BEAGE M - WO 1T BRI AE
BHAsEZ2ME =0 BT -
(5) BprElfENEHE ( 1dentity and Access Management )
METRE A S IEN N B E HIE R & HURERR -
(6) &4 8 (Program Management )
FISEEA N & BRI EEE R FIE RN R S0UREE
1 - DIAEEZ T K E4ERFE AL -
(7) A/ ELELEE ( Investigations and Forensics )
TEIMNEEB A3 I HER TR B AT ERE » S RFENEENY
SRR (EETE - IR e A se A S R R s A -
(8) 7&# ( Governance)
HERD Al P SEIR TSIEAESE - SWES AT ER » [FIlRFHE R
S T P A B SR T Y

() ZORESEMERE T ENKER 1 I EH R L2

Ry R B & AR a2 e A s - DU L& A A
71 Tz Gk ) i 2000 FERHE T ERIIR B SRR A e A e

19 Fruhlinger, supra note 17.
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Hil ) EsRE - TEBEIGS 2001 47 1 56 2718 Kz @ik i —HE
ALEHEHETS - BOTEE " BRERL g BisiEE e E
L R TR -

RE WL TR T HAE KRR EBZREUR - &S ER
FESE N TS E S &R 2R E S - DI bR & mER
ZeEE IR FEERE ) o R EE L 2R BRERLEY
WRHEEE) T IR ER L REE 0 HP e T ENR 0 bR
eIr T B ELEEEHL, ) (National Security Operations Center, NSOC )
Sh o ETIRMERE T &R Z e R (CIS0) 218 @ #LUSEENL
EREMEFE @ bERLEEREE T -

FERRIEE SRR REMECS g A LIS RRIF > 24
AR B (S 175 Al S ST P S B R VA 2 4 ~ B sidlEl A
BERIRETLE - 55— U7l » FEE 49 S SR U Bl s B 4 1
> FEBEFMEAERFIEE SRR E DL TR - RAE R
B T EilL ek ) ERRZEAT] - DR ERIC S R E
kel

DAIRAERFI 2K Ry o] - SEEI4R &Y N e ml ik 5% (New York State
Department of Financial Services ) {2 2017 2847 " & RlAR B£8R 244
%, (23 NYCRR Part 500) 2 > 3l By [ Aii 55 B 4 B A BE S 1 X D
RSB AR AR VB R e E > BOKeRMRREIET E T EiL
2R BEPTHEE - L& LRETEMBER - ¥k 2018 £
i iEAErS 2k (Cybersecurity Act) » WGEZESS 4 RPHUEAERS L2244

20 BB ERLE2E  THRKBEZREBZE2gRGET F
https://moda.gov.tw/ACS/nicst/background/658 ( 1% 2% HHH : 2023 4~ 6 H 12
H) -

21 [ElEE 18-

22 New York State, Proposed Second Amendment to 23 NYCRR Part 500, available at
https://www.dfs.ny.gov/industry _guidance/cybersecurity (last visited June 12, 2023).
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& (Commissioner of Cybersecurity ) ~ El[#4%EZ ( Deputy Commissioner )
Ko —fir DL b Y 48 B8 27 4 B B 44 B ( Assistant Commissioner of
Cybersecurity ) BlggigZr e N & 2B - BAGHHMER AR RATB IS
BE{A LU E ARG 2 BOR - T > Frii & RE S (Monetary
Authority of Singapore) & 2021 F{EiE#1n " H iy Eba B H#iE 5]
( Guidelines on Risk Management Practices - Technology Risk ) 24, HHET
= E NS IEE e R R (fdy A L BRI B LR & & A
B4R AREERTRNAEE R EEgEAAHERAERAYERE - DL
Bl gErs B TA R -

1]

~ BB R i E Rk RER TEAZ2R ) e
(—) BOBREEBE e H B AR

W& R AR = R O RS B N R 2 2 g
WAERATHERN  THESBERIIBIZERIEZEHESA
Ve L HFTELF IR VE B o RyfEi Bl 5 & i 2 = R > R
EMEIR E W e DR R 22 g 3R > BTN
2018 4 6 HlE " ElLeEHE -

R 2EHARERT - BN E BT A RIS - £ K
[BRIER o7 > BRaE TR 02 Z RA 0 & BB (5 FH SR IR & Sl N B RO
REEFIN 0 SHATTEIE KB SRR A R B B RS ~ T KR
EWRIE R 2 BT - B G WS e R B ™ -

=

23 JEITUHE  RBOIIB RS ek — DR L R MR R » RIROETSENT 0 &
31 > 55 8HF > H 15-17 > 201948 H -

24 Monetary Authority of Singapore, Guidelines on Risk Management Practices -
Technology Risk, available at https://www.mas.gov.sg/regulation/guidelines/
technology-risk-management-guidelines (last visited June 12, 2023).

25 HEEZEEHIAFEERN -
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SNMATARE S » @AY EAEENSE > MEHFEEREE
GERETIR S S RERRE DR M B RIR - IR &
LB RS EMEE  Here HE R B e s
R o (HEAFERR - HREE A RER A - 2R EARIES
Bt FE - REIDEHAAE » HEA#EE -~ g e i 5
INVE S TOATE RS I AT R Tl s 2 AAE » B DU E H S A
HZEREE o AN S B N A TSR BT E A SRR B - S 4%
D&Ema e RhIEEE  WERUESEHE AL BB ER TS
R Som i ME S AE RS IEED B FE TR e
A %

&l eI CRERAE TS SRR R L BRI N W Kkt
G0\ tm L HECRINVE BB - K BN AT TR SR s A e i
BT 2 BV AFTE > N A BHERRIFTRIE 2 AL - KR
PR S AR (B F IR A TSR P i B it 2 s - B9 R 24 -
R4S ~ K EEFEHEATE  REHRURESER B ERY S
JE\fg - MR EEBLEEH AL B RAEGERLERE —
HHEZEENE > ZUSpEELAEE 218 - /e EE — B A B
B K S Y A ST BRI R B &l e R AR FE - ST E RE
& AL e E R EE AL S - BRI A B ERL R
BUAE AN - Bl BIEARBEEBEREE R L SRE R ERLEE
o o PRIEEZ 2 BN IR BN IEHE fods T & 2 E s
%L,

() S%E5 11 RWIRT IR E T Ehl R 2k
REEZ2EHES 11 FRE " ABREEEEEZ 2R > hitk

26 [EIRTEE -
27 FIRTEE -
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e RIEKEIE REGEE N BFT > BB REEHRRNE B L 2
BT ) o B AN - Hi5H T BiERAREEIE B Y
BRI NEHRAEE EEY 2R - HHE OB HEBAR AR SOE S HEE)
FHRA A - FEE@RL 2 RNHEIE REDE - BRI E BT 2R
b EEME > 2F R 2014 FRRFE L 2 LA (Federal
Information Security Modernization Act of 2014 ) BN & EIEfEEE %~
ELHEFENEARHESEFRECZRES @ BRARE -
BZERE—ERAN T LEF R NIIbEEeEERE N EE
ZHEERE B AR - ERLeBHIAFE R  EERKIBEER LT
HUESE " Bl T AT TR T EET ' EER I RINE
"ERY B N EEIE T R IR AT A B e g T
EhiEASRINE T ERERITETZIWE ) K T ATGEFTEAE
EIRL R BIEREYNE | FRLETE - EPRESZREEIES 22 &
FUEPTHIER " & W 2 EHEVAR TR - 4HRTEE 6 iR EREESE 10
fie~ 28 16 R RS 17 (iRl 2 Bl e gt & HTEaEN SRS
INHSFIA T &Ry 2 RZBE -

P~ 5SS FISMA 2 T2 ) Bt
(—) EEENLZELLEEE

EEEH L RER EME 1929 FHiF4 kL (Federal Records
Act) > 1942 fEAVEEFSER4 L (Federal Records Act) B E GRS
F# (Information Resources Management, IRM ) FHH = > " & H B TEE T
Nz ( Office of Management and Budget, OMB ) Fij &' FHEL/5 ( Bureau
of Budget) F & ; f[RJE 1952 FFH#EER" 5445 ( National Security
Agency, NSA) ¥ I 74 | HYZEK BT - 1985 45 12 H OMB L\ A-130
NEERTE = (Appendix D) IERETERZ 2 EH AR LAY TIEHEE
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28

fEE &L H&E¥ S o S 2 iR V49 e e eknd » 1998 £ 5
AR MRIELE4E LSS 63 B5484%5 1554 (Presidential Decision Directive,
PDD) K EEIRER " &M, IEK A4% % (Computer System
Security ) fEg EEOK THEE TR B T ATHIME ) 2B S
& "BURFAEERT , BYJ78ET » SERED® 2002 4 12 HIEAA " BFETE
% 2% %A | (Federal Information Security Management Act,
FISMA) » AR B & e e R EoR -

4 2002 4EIE FISMA » 2000 4FEX B4R %S T HBER 22 BT
(S | o SRR R BN > 488 2824 - 911 SRR By R FE AL
W EERKTL "B %4, (Department of Homeland Security,
DHS) - FISMA o & " 48822 BCREHbE R, S " B2, 2K
T2 oA 2012 FEER 2014 FEFTRITUEIE R AT B e e
REMATLY —  BORHSEZERETE  WEIEELER "B
BT 2B 2% | (Federal Information Security Modernization Act of
2014, 44 USC 3554: Federal agency responsibilities ) » #7145 35551 1 %7
EEPEIAN S A BIRE TR E B - Bl E R E LB 2 Wiz
EEERE -

28 EEIRE - MRETT ~ EE 0 B REFLIIR Y — ¢ AREN BRI E R
REME > il 5185 1> H23 201241 1 -

29 Daniel M. Whiteal, The Federal Information Security Management Act of 2002: A
Potemkin Village, 79 FORDHAM L. REvV. 369, 381-382 (2011); Chelsea C. Smith,
Hacking Federal Cybersecurity Legislation: Reforming Legislation to Promote the
Effective security of Federal. Information Systems, 4 NAT’L SEC. L.J. 345, 365 (2016).

30 EZFREBMHEERHBERIA R EE L - S B RE & WL 2 A R E G
it - https://iknow.stpi.narl.org.tw/Post/Read.aspx?PostiD=18377 ( £ 1% %% H Hf :
20236 H12H) -
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() 2014 4 FISMA fE1E SRR BT Z 2 R AUE

Bi2Z 2014 7 T B AR 2 FADE B TEERL  HARE 1 i
iR+ Z 2 R RS ; 2. R HEEREEEHRE NS
3. W E R E LR TiE R ZORBUERIRE © & 4. WInEHZ
B RGE KBNER AR ZER 2 MR EF T » o ¢

1. BB e - 22 2o R B B 22

1’ FISMA ErEVE I SR E LBER R EE » HRAZ T8
K FEEL S ( Office of Management and Budget, OMB ) [5= » i By Bl
+ZzaE , (DHS) E&IENER G ARG @ SLEHETEREEEH - BEA
& 1 (1) DHS Ei&178) OMB Jg&EH(THER 5 (2) ST BB 4G FE
o2 B (3) BB SR ELER N E » (4) AESHET
EHE o LUREELER N EI ; (5) Wi &L TIFEHE 5 (6)
PRt SR A BB B2 B - B T B AL e AEE ) &
% - AL EEE e BB A - FERR B PR 22l =R e
Fe HAtkE B2 2 i B3 A 2 MR -

2. GRS BRR R A B i N

BN SRR E A B BB B fE iR &5 2 0K > HAE HEA
B E L BOR RIB TS TR - R R ERZ E AR - 3958 Rl
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35 (3) delegate to the agency Chief Information Officer established under section 3506
(or comparable official in an agency not covered by such section) the authority to
ensure compliance with the requirements imposed on the agency under this
subchapter.
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36 (i) carry out the Chief Information Officer’s responsibilities under this section;
(ii) possess professional qualifications, including training and experience, required to
administer the functions described under this section;
(iii) have information security duties as that official’s primary duty; and
(iv) head an office with the mission and resources to assist in ensuring agency
compliance with this section;

37 (5) ensure that the agency Chief Information Officer, in coordination with other senior
agency officials, reports annually to the agency head on the effectiveness of the agency
information security program, including progress of remedial actions;
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Abstract

The digital economy has become the focus of economic development
in various countries. The COVID-19 epidemic has prompted all industries to
invest in digital transformation. However, the rapid changes in information
and communication technology, together with the multiple applications of
data have also aggravated information security issues. Information security
risk has become a major challenge for current business operations, but its
management involves many levels and considerations.

Facing the threats brought by information security risks to enterprises,
establishing a management mechanism that adequately responds to relevant
risks has become an important task in dealing with information security risk
issues. In particular, whether and how an enterprise can link information
security risks with business operations by setting up a “Chief Information
Security Officer” to fully judge the actual scope and degree of impact of
information security incidents on business operations.

The Federal Information Security Management Act of the United States
emphasizes the importance of the “Information Security Officer”, while
leading major countries also formulate similar regulations. Taiwan’s Cyber
Security Management Act is the first to clearly stipulate the establishment
requirements of the “Chief Information Security Officer” at the legal level.
At the level of non-government agencies, the Financial Supervisory
Commission proposed and expanded the requirements for setting up chief
information security officers in the “Financial Security Action Plan” and
“Financial Security Action Plan 2.0”, as well as adopted a phased and
hierarchical approach to promote it.

When the issue of personal data protection is taken seriously and leads
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to discussions on whether to set up a privacy officer/personal data protection
officer, our country can also refer to the requirements for the establishment
of an information security officer, and gradually promote this mechanism in
a hierarchical manner. The establishment of an information security officer
will gradually become an indispensable item in the operation of each
enterprise, assisting enterprises to fully develop while effectively
accommdating the management needs of information security risks that
arise during the development process.

Keywords: Digital Economy, Information Security Risk, Chief Information
Security Officer, FISMA, Cyber Security Management Act,
Financial Security Action Plan
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