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Abstract

The smart agriculture that relies heavily on the communication system
is facing the same security problems as other communication systems. The
agricultural information systems established by the government and giant
agricultural enterprises should fully communicate and coordinate with
farmers beforehand to avoid infringement of privacy and any property right.
As for information collectors that require farmers to upload or transfer
agricultural information to any third parties, such information should be
treated as business secrets involving years of knowledge and experience.
The rights and interests of such information shall be attributed to farmers,
and information collectors must also reach an agreement with farmers
regarding ownership. In the process of agricultural information utilization, if
the rights of small farmers and giant farmers are treated in an unbalanced
manner, the state public power should appropriately intervene in the
regulation. However, when the public authority’s intervention is inefficient,
citizens should consider partnering up with the government for the best
results and find the balance between the public and private interests of
agricultural enterprises, small farmers and public officers.

Keywords: Smart Agriculture, Agricultural Information, Information
Security, Information Disclosure, Privacy, Property Rights, Giant
Agricultural  Enterprises, Regulatory Rules, Public Participation,
Public-Private Partnership
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