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&~ ik

fRIEEG B (Reuters) SR » 25 AR 74T BB E —HE AHIRE
PRIE > L 33 A HERE 7 APEIAR - RET  JUFEES KA
A BT - FIREFILIEERIREL 8RS - HEER % 5,250
HEOT o [EAh - TMEEEEE (money mule) FR#EjE 1,000 HEUT 2 B
ZENS BERIEAR G - 280 RBERE B MUABRMFRR -
HIEASESHEENEQIL - B T RV E4IE 20 % - pLAHA
DAEEMILTRFTS 2 81T Rl -
SRS CNN 7285 2023 48 DT B 5 o T 20 Bl iE — 7 > I B
(Hamas) BURT > HLUINEERE B HEEEEANR - DIEFEUARAR
2020-23 ‘FREALE 2 R NNE ERsHE - 4(EELE 4,100 EET - H
FFom o B EERUEAMSE FIAH T —MEE (one-time-use crypto
addresses ) | UZHUIBIRL @ 2 LEEE T L AF s - IR AL
Gaesk o B H AT Rk > EERFEE (Bitcoin) ~ UK (Ether ) ~ Hi i s
(XRP) ~ =M, (Tether) FEIEERE > HE% AR ERMHER - [t
RUBLA > E B+ (terrorist financing » NEERZL) 17 RERRE -
JUSEE FEASFRATIRIE TS E 2 AR - #E— i SN A B
7 EETERR & RINE SRR A R 2 B S AR B R E(E
ek~ IEEZ M EEE DI RE & g - BIE P B 2 e 88 (money
laundering ) 175° © YEE#H R 5Bl B B B SR T 2 KRR A

1  Emilio Parodi, Italy police take down Chinese shadow network laundering mafia cash,
available at https://www.reuters.com/world/italy-police-take-down-chinese-shadow-
network-laundering-mafia-cash-2023-10-04/ (last visited December 12, 2023).

2 Scott Glover, Curt Devine, Majlie de Puy Kamp & Scott Bronstein, ‘They’re
opportunistic and adaptive’: How Hamas is using cryptocurrency to raise funds,
available at https://edition.cnn.com/2023/10/12/us/hamas-funding-crypto-invs/index.
html (last visited December 12, 2023).

3 Michael Levi & Peter Reuter, Money Laundering, 34 CRIME & JusT. 289, 290 (2006).
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B > HAEFE R BITRES - AL AR SRHIAE R R - i o
[Z75E#% (anti-money laundering, AML ) S LA E| SRl 2 SR -
BFEREY - BREC S ~ B0 ~ (Rl A E] ~ BhkE - £ =/ NUEmE
* ERMLUEARAE S EE 0 HWSIT - hEEsErH > HE R
EnterT -

[ RSE BIZ E Fy s B B » EOR TSR EZH4R: (Group of 7,
G7) A 1989 Figkera:414% % H = ( Economic Declaration ) » E {5 i
fE( Drug Issues B » BEAT A EEPHI LS @b T8 T /F4H%%( Financial
Action Task Force, FATF) » DUsg{CEIRE ) ~ RS S TERGR @ WS
TESESRARETERS T/E° - 1990 42 » FATF BEH1S84n 40 s BHER S
P B B e RN ET R AR NS DIRIEARET L
2T -

2E0EIE FATF 2@ BB > AT 1997 FhIA o &80 H4H 4%

( Asia /Pacific Group on Money Laundering, APG ) ® » S JEE i T&r &
BRI 2 [E] 5% 25 ( mutual peer review system ) ? s it 2 AU EESF FATF

4 Id.

5 BHIME - wmbGEFRAS iR  FRRE s 200G o i
TEEARRY eS8 F B 2 — o RS BRITENEACES » B8 2 EORTREEFR A #a bR Al
B [EREFE P 545k - 1d. at 290-291.

6 HiERZHE  BFEAFREEEEERE (L - 2E (multilateral ) 5]75 5 BhFE
2 B I % - See G7 Summits, Economic Declaration, available at

http://www.g8.utoronto.ca/summit/1989paris/communique/index.html  (last  visited
December 12, 2023).

7 BB E - 2019 A SEOHThRAS SERERET R e A AHRE 2 SR - AT 2022 A
ZIAS - RIELE LA A F &S e e AT IS ATRE - See FATF, History of the
FATF, available at https://www.fatf-gafi.org/en/the-fatf/history-of-the-fatf.html (last
visited December 12, 2023).

8 Al FiaE - AFEREA T AT 8E RE R b B A FE 60 e H it b
5T RNEE R > 55 131 - H 126 > 202349 H -

9 APG, FAQ: Mutual Evaluations, available at https://apgml.org/about-us/page.aspx?p=
ac38f87e-2341-43e6-84b2-4dbd6346f6c3 (last visited December 12, 2023).
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7 A0 TEEEHRAA - FISERE S o AR APG 2 ABIEE -
& EENEECRELE SR R E - BARE 2 BIHNEY - hEARIK
ARG 7 EE LEA -

FATF J% 2012 FZ 1F 2 40 TH 72 BH MR U B B i U7 VA risk-based
approach) 7% » BR{E4E LIPS EEIISE 0585 4N - [5% (prevent)
BLF4E (mitigate ) JEE%Es 42 2 0 » NP EZE" - 2016 FFE YKL %
o KSR TR TTHRANZERIE AR = - B 5 HERLHE T (know your
customers, KYC) (TR 1] ~ HAMEIMI T2 vl Semmii T R i
1.8 (&7 KA 1A H 2007 ££27 APG FIE A T RS
FIRAERRAE - — 2 BAEILERA RS L - LIESFER - 2016
RS IEEE HBAERE K > FRE A 2K m EE 8% 2 AR S HE - Al RES =R
BHEFEHE - SIS AR A I LR E AN - R LAHRE > A
B R IR - DL b e -

SEY BEREEEIHIESE » BB REEIHIAR ESEZS T EEElh
H A TSR E | A% ERTAABEEERTE PSR

10 ZJ» APG Bl FATF Z Rilf4 » AirE Ryieg 2 e & (associate member) - {52281
‘E S RNEEEY - R EHRBCR 2 55w EHE - APG, Relationship to
the FATF, available at https://apgml.org/about-us/page.aspx?p=52e840ea-0599-
4c85-9424-1abd272badf3 (last visited December 12, 2023).

11 DUEREIRB] - ATHARBERY RSN HIAZ JIREIE - Bl APG fHESHE Z SR AHE
ZRAWEIE > ] RS G E - 552 RMEREE - s Ie 2 17 Rl
—RPITSERAER 2 k- H HIRSRAE > 55 224 > H 36-37 > 2021 -6 H -

12 FATF, 40 RECOMMENDATIONS 3-4 (2003).

13 FATF, FATF RECOMMENDATIONS ON COMBATING MONEY LAUNDERING AND THE
FINANCING OF TERRORISM & PROLIFERATION 11 (2012).

14 S2REMER > JRERKESIEVRUR — HBIR LAY R R E e HI(F
By HETRERMESE > 55 259 1 > FH 36> 2016 4F 11 7 -

15 SH2 ARG > mksElis] > EAET) > F685 F4l] > H12» 2022481 -

16 i > SEEEIGHIASS 2 BREANERIT R ZESR - [RIAZEIEREE R DHEEY » B
YN BEATRS AR BU PRSP AR T o MET T Bl B ~ WIS 2 B 3R s - 52
FUbRERRE - [FRE 11> H 37 [FfuaE > H 12 -
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51 ~ BRI ORI ERERE R 2R SR - FHERRE %S - 55
BN ~ AR B AEHE o B EREBAEREET 0 &,
ER4HERR 2SR  1F 2019 SE7E APG 55 =i h B T —MBHE 4
BT KB TSR e - S LB VR RIRER T -
SN BE R » B LA EER B EEEY - SRR - E
RS T A B M - bR AT A E A5 (false
positive ) [E# FTAEY » BAHEZ TRIY]  AVEFREFE ALY -

SR BRI IIREANE AR PR N SRATR R E S8 &R
ST RAE G B E 2 EE - ROESEBIE S KR TERER  IRTE
AEFREERAEBIILTE - SR BIS MEEERimFEE 25 ) - B
EH > FEEESZIEERIEE  NEREERRE - b BHE
B R5EE -~ [BIHIEER —  (EERE G I REE R TE LR
BREER - AMECRAIIIETE -

WA AT %52 (Artificial Intelligence) fyBiE > EffHE
DIEG R D> NERE A K 2 TAE - RS o KEE R 2 4R - B

17 (a0« e RiRELTHIE SRR A & R FED o AT HAE 218 H 2 A TBUAM - RIIA4H
IR Y T R RERE T G RS TS RIS A TR BRI A - %
IE - B2 RGOS NGRS e B R PR AR — SP I TR
WBEVE ML GEBEEVRIEESATEETWNE ) - AERpBtE - 5 9
HH - B 100-104 - 2022 /£ 9 H -

18 FHESRATERE - & 3 wmotiBliklarE GEEEE - SRAEW TR
https://www.ey.gov.tw/Page/5SA8A0CB5B41DA11E/hdf44d9a-f4f0-43aa-99f2-771f61
2983ac (Au{=2EEHAA 1 202312 H4H) -

19 FH2REHI > L EIAEFEER - https://www.moj.gov.tw/media/14695/
1651812311852055e8.pdf?mediaDL=true (% 2B HHE] : 2023 F 12 H4 H) -
See also Levi & Reuter, supra note 3, at 293.

20 See Stuart Breslow, Mikael Hagstroem, Daniel Mikkelsen & Kate Robu, The new
frontier in anti-money laundering, McKinsey & Company, available at
https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/the-new-fronti
er-in-anti-money-laundering (last visited December 8, 2023).

21 Id.
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A RRIE R 2 AETE KIS 488 H T IRRBE B AR /08 A ™ - i -
SSRGS A L SR s R E A TR - £ H 8
RZIFZETTEB IR T] > R EHIETR R R 5 - k&
g N -

ASLRRy > B IRSRBCE R T R A E H it & &I TIE
JEIEREHIPGHT-F - EEA SR - )OEZE SRR 25 572
GRS b~ FEREREE - AR BCE R Z N EEE - AT
RS DARRAE 2 SHIS » JRIL - ASTRHEIEERTT R AR RN R HL 3T 2 U
S S A LB SN AZE - FRREERE E el se @B 2 fHYT -
ASCEmACRIEATT ¢ SRV - et i e ~ A IREBUAE |
NI+ B2y - HRad N\ EREE ~ ged M > DURGE R
Rty 2 e SEERED Y > R ERTEM AT SRR Z INSERTAE -
AR Al Fdiiam -

N SR8 B H]

— ~ PEEEETMEME & A5l )

Jest o WS RGO RE - AATEY - HAEEN &1
SR FIEIRIRES » AIRHEE (drug cartel) » BB H E1E S BEIRY
JEERY) 2 i RSN - 5 @R ERM TR - (ki
SRR 2 44, BB RS ASIREZ EE R S s HAI

22 See generally Karni A. Chagal-Feferkorn, How Can 1 Tell if My Algorithm Was
Reasonable?, 27 MICH.TECH. L. Rev. 213, 250-259 (2021).

23 #H bk ALEEEERL ¢ Ayasdi - SAS [ REEEIED - BE RS © 56 767
HA > EH 525520201 H -

24 Levi & Reuter, supra note 3, at 311; Peter Alldridge, Money Laundering and
Globalization, 35J.L. & Soc'y 437, 437 (2008).

25 Levi & Reuter, supra note 3, at 311.
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FE s DI MEHGEE « E - RS AR Wi b B
gadiinse il

Hag b KERN =SB et R lEE
(placement) ~ 43f& (layering) ~ 224 (integration) - FZ & * G &4F
S | N BRIRS 2T HE AT RE Rl » TN A] RE 2 Al LAt BE i 2 Fif
MG o 77IE i R T EBIEOIE 2 AR - BI0AE A FISRT TR
HEER - BE o QG NEVERESIAHE SmErEEL S
% BHEEAREESES » WRIIEINAE > sl B SRS 4
% e E - B RS -

G228 =B BE AR AR LE e B o EE R A
5 FF2 08 TR EL R B S PR B S » BN RS EL i = (&P
EEig—PREE o AN BT Rn @Y E R S EHME Y
FIFARNAE - W FRa1ZFE A2 B BlE&G 2 T REEN |
HRETAE - HERNE S RYHRER i 2 &M - MaE— SR
N o

(—) PeETFR 2ot
SO HEY R ERF EZ AR - ettt —HEEZ

26 FATF, TERRORIST FINANCING RISK ASSESSMENT GUIDANCE 9 (2019).

27 BN RUMndHaE 2 E & W > See generally FATF, EMERGING TERRORIST
FINANCING RIsks 9-10 (2015).

28 FATF, supra note 26, at 9.

29 Levi & Reuter, supra note 3, at 311; Jack A. Blum, Michael Levi, R. T. Naylor & Phil
Williams, Financial Havens, Banking Secrecy and Money Laundering, 4 TRENDS ORG.
CRIME 68, 69 (1999).

30 FHAEERER o MREERIEE DM - EE & S ARASDIAY4EEHRE (structure ) -
See Blum, Levi, Naylor & Williams, Id. i » L R#EAS—EBHN B2 5%
AL -

31 Levi & Reuter, supra note 3, at 311-312. EANRIEH/ICIEEEF ARG AE » i
B I AT - S MR © FRE 11 4142 -
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FEY > NIGICER o BRNLEEINEE 2 EEIR S ~ S TES S
FRET PREEESHE  SRT 2 (RBEREY B EEETAHEZTE - B
BRI T-ER > SEAINEE 5 S B EY S (RS - B ) ~ (b
TEELRS  WHRNERL S SETEY - B RFBEAGAENS
AR > R EEE L B 2 > INFERT R, dEamte S $85REN
& o I > BIEBMEREE 2 A/ER S » B S EER NP5
JERHE -« AR E N AMS  HRIME R A TR -
pasE B RTA  BIEE R AT S 4H 8% v R - 3122
/N E] (shell companies ) > DURR e A RS2 45 F1A A (beneficial owner )
ZPEIEEIEST o WIS AT B USRS T B AT -
BT RN EIZ PR R RO AR (40 1 A E])  INE
FEE 2 W R e SR T Y - Bt R > Rl » H—1F

32 Blum, Levi, Naylor & Williams, supra note 29, at 442.

33 BN ET M2 IRER GRS Rk M - TR BB R 2 R -
o i i BAHERE 2 BEN » ERUGREERESRL S5 B
EBEEABRARBECE D » BRIEATREE X2 FIR L - See generally Derek
Fincham, Art, Antiquities, and Money Laundering, 111 Kv. L.J. 309, 314-322 (2022).
TEEZHEMHE - EFEYPRBIEHEER TS #REEAHRZI
fein R RS EIE AR E & LR > X5 5 TR ARAERE TS8R - M AIFAU
AR VIR 2 FrA A E&EABFME - WEP T HEKHABZE R - &
TARIE ~ Sl BB RIEYE - SRR IREHIRAE - SRR R s E 2
B o BINSURE 2 RESH > BilimiEEZE T — QMRS R
ZERET  EAUEE SO H 140 DAT 0 2022429 H » A » SR KR
NFT REHETRm 2 M3 -

34 Levi & Reuter, supra note 3, at 312-314.

35 Id. at 317.

36 MICHAEL FINDLEY, DANIEL NIELSON & JASON SHARMAN, GLOBAL SHELL GAMES:
TESTING MONEY LAUNDERERS’ AND TERRORIST FINANCIERS’ ACCESS TO SHELL
COMPANIES 5 (2012).

37 BYIME - HEBAEIG R 2 228 5 HE RS T EEOK R > WK E K £ A0e
F o PARNLEZBUBANY) > BBERNZ ZERAFIERESHE « I
JiF AR TR - BRI M ER 2 225N E] » B EPE O AR - 2RI A
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WEE )2 EERE 2[R — B ATIMLIESN » Be2 A NIEREE
B BUARNARERE - = SEIAEREM 2 XHFTRElEEE 2 EATR
LA EIR B E 225 N2 T8I - (HEES G s EE ™ -

FEiEE N LB ess o MEMEEEY - #R L ERITRAE
A< RS 2 NE A EESNE - eKRfEVEA T > HidHE D8 ~ FlE
HRBR T BRI B - FRLE B - mEnesg 2 AE S H
CUofi R 2EEE—2 » EMATR o I RETSCE ST > IMAE BN
A GIEYN: Bt YN R VYN =Sl =Lt =l AN A
&~ EERT - TR Z5 - mEEPUABRA AR - SATRIATEEE
BRI > E5E - RS A HEEhgET -

FE 2 1l A P DA > R8RS A n R A R BUE ¢ 1 B
(path) - iE#EZAEEEEF 70 (money laundering agent) E23H%C 5 » &
BRI - 2. MEZ (cycle) » HE—EFEHNEUEMAE 25 0
ZERZ G REORIAE— R AR - 3. syt (smurf) > —E
BEARSY B R B |36 L B NEAL » A S F A F SRR o Hah -
WA 4. BEEE (dynamic scheme ) » BIIFEHRS - BEI%EH S - A& TEE
SR > HOtSESR T EY » BEe a2 -

BIBALIRIMERL AN E] - DUAB BRI - B2 > AERETE KRR
ZER N EIEEERUEE) - Id. at 7-8.

38 Id.at9.

39 DEEELG > BEEHANENREREAZEEE S EESEEAE
o MER R ER S ERE A Z BV FIRRE - DUREEETZ TIFREEL Y
H AT o SE2 HERERE 112 FEHAIFE 9 GRHIA -

40 Olmer Garcia-Bedoya, Oscar Granados & José Cardozo Burgos, Al against Money
Laundering Networks: The Colombian Case, 24 J. MONEY LAUNDERING CONTROL. 49,
54-55 (2021).

41 Id. at 55.
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(=) BERBR . et

B R et 2 RG> TIAIATAL - ZAERIRE T 0 S FPIEES o B2
TG EE - B R AHSE 2 &R IE T E%EE&% &% FATF 2015
2 ER > IEEBE A EREET 2R M > 4 33 Nz enskEEA
Rk - )FT)%%E% HZ o FIFIE=ZF]4HES ( non-profit organizations, NPOs )
HEeEwe”  WEHSEREEEIEME  JHEER - E > 280
JEVEENSA - BIAIEREZEY) ~ BEIERA T - B AN ETT B - SRR
SR -~ EARE > YL - B BRSRINRETREE 0 B
I AVUNEIRI A= e =pree 3 | N

iﬁ’\ﬁﬂ{ﬁZﬂﬁ JEE @@}L& (FHENTREIE - Ba ) ZFIHe
il 240 2 FRAREHALE ~ BT 2SR A EIE TR BEMEVIEE R - Ve E
k= %Evali_i_fﬁi% FHEG S AR A R E
FERit > EREETREY - 52 0 R BRI E EAR
R MEEHELLAL - %?&%ﬁ%%ZF@ —EM®RES » HACHEEZ - It

BB RS AT A - He BB w2k » &R T Ry 2 e b
ﬁ °

(=) AiEIRIR & BERETE e SL LSRR R & BRI

PROGEEA S TES - AIEIUSRE RN, > JRE IR - HIRE
HENIUEZ INEETE - RB5E > IUEUSET AR 70 % 21T R LRI

42 BRI ERGHES > SR S04 - See FATF, BEST PRACTICES ON COMBATING
THE ABUSE OF NON-PROFIT ORGANISATIONS 6 (2023). E2{iih/t%% » See also Charanjit
Singh & Wangwei Lin, Can Artificial Intelligence, RegTech and CharityTech Provide
Effective Solutions for Anti-Money Laundering and Counter-Terror Financing
Initiatives in Charitable Fundraising, 24 J. MONEY LAUNDERING CONTROL. 464, 472
(2021).

43 FATF, supra note 27, at 13-19.

44 1d. at 20-23.
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FRER  FERLY o BRIE N 0 IREERE A CIIRGE ~ 205 ~ JORIR - BEREEY
BN RSB AR 2 USE  RoNEE LIRS T AR -

BHIMES > sioaERE TEEEEEEL  REELAEPEH
B E R E > BEBEMTSHETFATR R AR T - ARFREAGE -
P2 NORRE k2 i RV — e T ESamREEA
TIFERE TR - S| A REs R 2 SRR F " i
O RosE % 2 MR H R A _E A& E45FH] (net revenue ) - (i IEIE M TS 2
ga A (gross revenue) *" o SUEBHEILIE » R ETEAKER 5 JE (ol
B2 #EA eI AR > Al ASE I IR - FH[E & > E8
HEEDRS - HERREBEHEET U] - AlREER E R EIRN 2 &
o MRS/ VIR - BN RISl E REEEAC S -

HARF A > S H FIESE (white-collar crimes > FJgEEIFEEDS
TR AR o PEER S EEFENL RRIEALTE Z —H o BIAIERIL
ZeR NG - HOkRIBRR A S » D EESST RITFE—" - AIEE
HOEIE » BUETT B A (B E A ASERR&a AR - P € Z 461 H 52
EB2eHEF 2 NFEIRE™ » QIR B DSRELEST B I S BB - B0
BIE > G EILTE 2 BN - RIge AT AR E T E—P 2
WMEZE  SAIZ AR Z B - thoefsd > a2 AiEID
JB1% 170 B A A ™ - RS o IR E
ZBUAMEEEAR -

Grams o BT ERR T RO S R ERATBEILTELIINZ B

45 Levi & Reuter, supra note 3, at 314.

46 Id. at 323.

47 1d. at 323-324.

48 Id. at 324-325.

49 BRI AGEIR S ATREUZES IR 21040 » 52 RAMER - MREEIIHIAEES
NHEIRFHE > HEMBES £ 466 > 55181 » HO-11> 202349 H -

50 Levi & Reuter, supra note 3, at 325.
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—JO5E . ARG NGRS AR - MR R C (R B O SR JE R
HFrEE - RINATEILSEAR SRR - B BREE 2 T
B > TR R RS- TR R R -

T R Z DS - ERT B
(—) MR R WEILIR — DARR Z B R B

&iE 2 % (Silk Road ) {4 H RTEAAIAR, 2 Y405 - DIRE EELY)
B FEEEEL - HpSHS Ross William Ulbricht 7£ 2013 £E LN B 2/T-( public
liability ) & Ho 28 0N E 7 2 > W F s A& /5 (Federal Bureau of
Investigation, FBI) FIIFFE(E A EERE > W S EHAF LY 2 B8 FHEA IR
5% “Dread Pirate Roberts” » & H ByiZ 48U &S5 8r™ » HigBmi
FHFERE(EIAR 28 T - WERARARH -

GRHH 2 B T SRR AE Tor 488 I (BI{ATH 2 H54E > dark web) » FLjA
ZAEEE - FHEEAMEESNE > ZF Tor ZHrsEFEEZ -
PRUE > P (LHER 5 Bt AR - 3B EIEAE E /e eBay i 5
FEHEL > MEARIEFR UG =~ F8E » HN(EIRE KF - 2K4J%E (LSD ) kg
HREUEEUS R 82 - REOR - NERERSRERE -

Fraqe > BRI E R RS o DR S - LERFIE E—E
H 2l 28 (exchanger ) EEEHE R » T ZFIREREEF - —
ELLFF s S8 nT A i —(EHh ik (address) » & BIEEHEHEESRTTIR &
ZAEA - BHEFIESE N 2 LR TR L 5 EIREATAR

51 {H&EFE - See Id. at 291.

52 United States v. Ulbricht, 858 F.3d 71, 82-84 (2d Cir. 2017).

53 Carmine DiPiero, Deciphering Cryptocurrency: Shining a Light on the Deep Dark
Web, 2017 U. ILL. L. Rev. 1267, 1273-1274, 1279 (2017).

54  See Id. at 1275.
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(private key ) Z A - EEFRFERC S » £BECHEINEEDEH# (Blockchain) 2
STEGIRA L > BEERS IR AR AR - il IRAES
BRSO RIEER S E > 553 A ARERNER Tor 3%
BENRE 52 B » BRYAHERE Y Bt - BE R LR
NBR G2 seEial > BIEEREM G - 52 G ZERER
R G 2 R (ERHULIERTIRZH -
FEAEL GRS » s/ Z B8 Rk —F - BEERFREETT 2L
50 B RAPSEIT RS R REREE - 1T Tor BT RS « EREERAR RIT A
 JERE - SRS » R S IR LI S HE
RARER SFTER] - RIEESGRH 2 BB HIRIEE - B 5 5105
g AEAMETES A Y B SR S™ - D%
PRIT RIS E 2 iR - pIEIUTREI ERS ET A > NILHIERM -

55 Blockchain.com, available at https://www.blockchain.com/explorer (last visited
December 6, 2023).

56 BINSEATRK @ XHBEZ P s HA TREERN - 2R - HFRER
HrikFr — FATF R E A AR 0 S P B A HiI TR B AG st - SORVEER S am > &5 12 80
H 17120233 H -

57 BASIE @ EAMETYE —EMIR - S EIRERAC SR E A O] AR IRy 2 [ AE R AL -
FArananh S A LS ~ SnEA S Fi{dE Y Javascript ~ Adobe Flash i - 1945
RE&RIE Tor B N el - i > ARZEGENR £ EZIE Google IRIF¥HIMNTHEH ~
HETEHE T Ak 0 IR RS EACSR A mBHE - BETREIBHE T AT HR R A
Ji% - See Kyle Swan, Onion Routing and Tor, 1 Geo. L. TECH. Rev. 110, 116-118
(2016).

58 Sophia Dastagir Vogt, The Digital Underworld: Combating Crime on the Dark Web in
the Modern Era, 15 SANTACLARAJ. INT'L L. 104, 104 (2017).

59 DiPiero, supra note 53, at 1278-1282. 5 &= bWT5eEE N » BE4E FRIRE BB FE
X ogEIEE - See Rolf van Wegberg, Jan-Jaap Oerlemans & Oskar van Deventer,
Bitcoin Money Laundering: Mixed Results?: An Explorative Study on Money
Laundering of Cybercrime Proceeds Using Bitcoin, 25 J. FIN. CRIME 419, 421 (2018).
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() REREW ST

FAE 2015 = 6 H » FATF 47 2 #hs P EIe R B A Re 2
Pest R - BEETS  HEEREE R AN S E
EHCMERHE - AR A S AIAI A Tor (S5 7y - HAR R S TH Al RE
R gg 2 A b o 920 Bitmixer, Sharedcoin, Bitlaunder, Easycoin &5
SEMEES (mixer) JR® o RIS ATRE BT Sk AER SRS - s ER
BRI G FTHRIE® - 2021 47 #isrh - FATF $FUEREE ARG E
PEFR ek - AR R NS a8 S e A LR el Ko BB < s di A - Ja
HEEREENREES W AEBEE 2 ALHEEIE T (red-flag
indicator » S E R S fEtE) * -

EERFHREN A d M ~ B 238 5 7505 o TR AN B A &8 3550
ST IR  (EFEER L S T 2 % - BB T IR A 5
MEDUSERTRS » BEA —ERE 2 EXM - Rl b EdEEem s
BN - YATREMIIE (link back ) 2 HiZE1% BT « RMESSE B TRy
— A SRR - HHAEREEE SR AR - EEEEA® -
BHR b fGREH DAIREEIDIRAT TS -

HRORMEEIEF TR i B B A e — (s L
FEE i R R E i A (input) 323l > B EI IR & RN [E 2 iR
BEEEsEn . (output) (% A& 2 HibE o MEEEGEER - —HEIRE

60 FATF, GUIDANCE FOR A RISK-BASED APPROACH TO VIRTUAL CURRENCIES 3 (2015).

61 Id.at27-28.

62 Id. at 30.

63 FATF, UPDATED GUIDANCE FOR A RISK-BASED APPROACH TO VIRTUAL ASSETS AND
VIRTUAL ASSET SERVICE PROVIDERS 72 (2021).

64 Id. at 88. BHINEUIERE L SSRGS » S AR -

65 van Wegberg, Oerlemans & van Deventer, supra note 59, at 422.

66 1d. at 423.

67 Id.
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HRTIREL Z A FTEE » R I RE S BRI o RIL - IR E S
&1 by —(E {5 AR R B 2 i AL - S (o P S i 2 ot
HE o BRI -

R T EE A &M (pool) » DURG RS EHERAE
REBCENE > WHERR S R 2 FERNE B0 A & s A & el
H=9 DB ENRENE - EEORM T - SHX5E - KGRI % AL
WAFER 2 & T o Bl e E g — A HE RN R 8EE 2
{FHE (mixing fee) » (XX FEE0RALE - XA IREE A -
Bt Z B A R (mixing delays ) » #ERAC Z S ] G AR RS HE - DAY
MERE R - By BB - (% R 75 0 b 2 HE

(randomized ) » METRE B 5> S 4 BRI (0 A A Sl R fm gy -

ESEEE G T EMHGAE BT s LR s ELERET
S o BEZRMSIRH T - AR E - it S5 TS
ASEEREIRFEE » MHEH 100 ESETY - HINVE BB E >
WIHEAEIRR S TR it TAHE AL - fEE A —H - IS fEHE
TRAS - Tyl Bess EERE A 2 AR > BIAISR{EF Tor BIEEES - HF(H
—HHEE R E S T REESS S SR A S 1
(ErhE—& -

BRSNS - BT FTis RS S N E A WA DU 2 JE e > EEER it

68 Jaswant Pakki, Yan Shoshitaishvili, Ruoyu Wang, Tiffany Bao & Adam Doupé,
Everything You Ever Wanted to Know About Bitcoin Mixers (But Were Afraid to Ask),
in  FINANCIAL CRYPTOGRAPHY AND DATA SECURITY: 25TH INTERNATIONAL
CONFERENCE 4 (2021).

69 van Wegberg, Oerlemans & van Deventer, supra note 59, at 424.

70 Pakki, Shoshitaishvili, Wang, Bao & Doupé, supra note 68, at 4.

71 1d.

72  See e.g. van Wegberg, Oerlemans & van Deventer, supra note 59, at 424-432; Pakki,
Shoshitaishvili, Wang, Bao & Doupé, supra note 68, at 7-21.

73 van Wegberg, Oerlemans & van Deventer, supra note 59, at 430.
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TR RO A 2 2 > BUR e AR R Z SUARCE TR BE - AntE
FERSSE L AT DURIEARICHRE - BARSSERIZRIEH - Hoy IR
BWZERE  AIFRIRSEEN » AR R HER L2 B R
smal{e - FATF EHE AR s = BT Ry - BB R e e i
HEMRSENERS - RS R R s bH 2 & ERE -

=~ B TEERTT B PR
(—) BIBSRPEEsae-R

BRI A BRI VRSt 2 A - B R 1970 A EENE
BN o sz SRATRVEAZE (Bank Secrecy Act, BSA) ZORIRTTREESE
A2 Fy B E#EE 10,000 0% - FEAEHFIHAEED (Department of the
Treasury ) [F1$ » DU G NEISRI THEEMECI R 1T R - PRI 2l (% 1986
7 s EE (Money Laundering Control Act of 1986 ) » S {Ef] 8%
R > SRS o RSB RR A R AGE B ST > N
SR FIZTI AR S BEE R 1 o BRERLSN - IIEEA ~ AR
BB TER Y TR E S0 o T MR (BB B RS S B
R LA TR 5 A B S AT BT R FU R SR A
BESRATIRSR - FOAER SRR EsEHEE" -

BIMSEIEROR R EF 2 P& - 4a1° 1989 £ G7 &3 - ZFE

74 1d. at 431.

75 Pakki, Shoshitaishvili, Wang, Bao & Doupé, supra note 68, at 21.

76 Levi & Reuter, supra note 3, at 296.

77 EEWFZHEIGERER VT 10,000 ET s BEHEHERTT - DISHEE BSA 2 iE
A - 1d.

78 Id.

79 Id. at 304. = ~ Sl ~ AH|GE ~ I L EFEEG 2 SRR E D - FEREEY
5o AR - WEH PR AR R 2 A EESR - See Id. at 304-306.



——=F~H ARGEAN TS TRIIUIE Z 5T 165

g thEEn T — R E S WANTTREEE R EE 295 5Emd
5 FATF » 5l By BRSO S EURHIZHER - FATF i 1990 FA54G
HEHI RPN RO RSB ECR . 40 THEESE | AN B RS s a™ -
FEER AR PR T BE AN AR BEBOR B ES | B
s FATF 2 & B2 - 1= 2 A TH B2 RE (R & P 4H 4% ( regional bodies -
Wkksmie e 2 APG) » HfEE BEIAE A HIE - R R OSSR
TREL 40 THESR 2 AN - SE 4 RAZ 2 BIR R AGTEEE » TPRi—
fHEABHZES (name and shame ) 2 BXT] » JE{HERSCA 82 2 BZ R IE TR
PIBIHRE - B, - RIS SR IR B A 8 2 448 — R
77 (World Bank ) ~ E[f£ &# %54 (International Monetary Fund, IMF ) 34
BRAGTR ) FATF 2 fE4E® o (o dm i g -
2012 e - FATF 2 40 THEREET MR CER 4 B AL i 5 0%
(risk-based approach, RBA ) » EiZz.( HfEE R ZE k] (identify ) ~ 5F
fii (assess) ~ Fifi# (understand ) 8Bk JElfg - DL 78 73 B AH R
B > EERAE K TR >~ EAES - S8 SRR RS 2 HE -
B FEER U B 121 2 B lFE i Fs iR BF - AlEERH
TR BB S > BHl 2 &P 5 0L i customer due diligence,
CDD, or know your customer, KYC ) ~ EEZEA: 5 &Rl 7 817 ~ Fiyflanl &
P ERSHES  TEE B2 EER A AZIEIE A BB - R
R BIRAELAY) MBREERITEZ R OER - SEUBEBZE

80 See FATF, supra note 7.

81 Levi & Reuter, supra note 3, at 306.

82 Id. at 307.

83 B EFE AR 705 2 R AR - arEE R E 2 E R - S b PR E R 2
FLE ~ BIIMETE - See generally FATF, supra note 13, at 31-33.

84 Id.at11.

85 YIEEEUEMERTSE (politically exposed persons, PEPs ) ~ ##[ESR{7( correspondent
banking) -~ #RH%AHEE (new technologies) ~ K =Bl EIZZE - Id. at 16-19.
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THEMAHS  GiEeREEEEE 2 IEEemEE S 2 (designated
non-financial businesses and professions, DNFBPs ) -

N6 AT < MR SRS » iy 20025 B o i B2 R HUAR R AR 5 e 8 2 Jo B
Ry FATF FREEVEICERGN - ELAS T = > 2023 4F 6 H H#rhiv 40 THE R 2 15.3
TADLT » BHREPRGNEE &7 (visual assets ) MER - WRAEEBEE FE R
{5 (visual asset service providers, VASPs ) 44 A& FEu[E - MRS E B
FEAtE A 2 6 > 45 1. VASPs [F A E R ST M (15.4)
2. TEMERAZBTE (15.6)~ 3. VASPs RE~FHE < filsk (15.8)~ 4. %
FIE 10-21 TH 2 ZIEFERHEHE (15.9) * - 552 mhtE A L
FIFTE ST B4Rt - BB 1 - Aifetss | M E SRR
AEREMAEE)  TMEREZ -

(=) BBIESDEEE s & KI5 ~ 38 o Bk

HEDRSEIG AR TR 1996 FEAAMETT - & Ryad M & B L E2 5
R IDRBRFESEE - B EARES c K &
FHEL - B 2003 R IERER - MIEIUTRGREEEFIEMRE - LT
& FATF 1996 {25 Thi 40 A Z F0K - 2007 F£7 £ 3EIE > AIELTE
SRR EIUIRARAR SR E BT R ZASRL - HETIT AR HE R SE
72 B -

ATUEIE 2 B GE - AEE IR s8I s ot
) - B 2007 4= APG 55 "iima i DA - FRENZESED MR AR AR
LA 2016 FEJRE FIREE - BURERIER 2 NIZEAFEHIE - CDD FEE
FOFSRBIAMITATT - &M EAR 2016 £ 2 £HEEIE - FA A HERTT

86 FATF, FATF METHODOLOGY FOR ASSESSING COMPLIANCE WITH THE FATF
RECOMMENDATIONS AND THE EFFECTIVENESS OF AML/CFT SysSTEMS 53-55 (2023).

87 Tk o SREEIGHIA S R - SR TR B - B B
Eamhek , S 06T HE > H 7> 201748 H -
88 H=FRDAE > [FEE 15> H 4-10 -
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Ryl B FIZEIBT - T (RED 5 B AP B > TR -

WBUTER TR ER (RVNES 2 k) B ZH =& 2 i#
i B -5 LHURE - 55 2 5038 55 3 R ™ - A RS (%
BESE 4 156 LR RiERmiEIUTE (DEMASE 3 IR) A e ZiAy) - if
7E EAZREEE R > HAUTRRTTS Z 28 E A DA SRAIDE Ry h B » X<l
e R E A - s B R B AR A (58
5R% 1~ 27H) - RMERELSN 2 BN BLSIEE (B 5RFE3H)
INERZ - BRAAEZ &% TR VBN - SR ZEANREHIE
ZEETL (B 6 fR) ~ ERAEE )77k CDD B RERIE F 2 EE (567
i)~ REE 7 2 FRdig (38 9 {ik ) ~ AT o2 sk (35 10 1) ~ St
JEBR IR < Ry plFE e (265 11 {5 ) ~ JBRERE I (26 12 fiR) ~ BEEIRE (5
13 1%) » FEAMEAEIRT (55 14 FREAT ) -

RIBARES R IR ER T EZER G < B e EE &
R ~ SRTTSE - RS RERs ~ RIRAE] - ERIFHSAT &SR ~ FrE
MEEAN ~ EBUEE V& MR GFEBEEE ) DI BB ZIE -
fEEZ IR REE A BRIELRE 1A - EaTal - A58A - st 18
AENEKLLCEE ~ BURE Sl AT ) BidlJess ERZ A - It
FATEA S LR S E Bk (ANsRTT3E ~ BRE3E - B aFEsE
PrbgsE ~ IHESR NG ) BEI ZEEEHEA - B ERERE Fhidispa i
DESEEE S SR Z PR E > IAF AR E R 2 B -

BRSNS > BRI HIR sz R RIS, - Fpl Rl S A
2019 FEAKHA TICTEREIRR 2 sHBASR B EEEE - A8 BT

89 BN » SHLBALE - S LETH -

00 {ReIRENER TS - BT RAREIA IRITILAREE Y - SR LA AL - 3R
VERE T —(EHEE (B, RS » SRS o A2 RARGERE - [FaE
11 » K 41-50 -

o1 W 2019 4E 2 STEBAER - S RALE - 2l -
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FRHRAL ~ S EALBZA LIS - m TR & A 2 e Bt SRS mbR
TR  ERRIE Y MO AR A TR B RS HIAS S EBEE R
HEZR KBS FATF ZEofrias | o MR T e fhb il S SRR R B il A Z 1
oy s > JRE A RE AR Z Kl P LRI - BINAREF 2%
HF > BEEGEATRE - JEFEE LU (non-fungible token, NFT) ~ ##
BREREEE R BIR AR EE Z VE R - SR o AU
RHORSETE - e RIS 2 A B 02— BRBE
ZMHBEARARE - HEMRIE ST R - R T SR it 28
B BRERE

SN AIFEBITR BB

DESRECERM T Ry ZAERENE - R E RSB EZ 0 Rk
BT AR > EESHEOE TRERE 2 IR Hl TEREEE
RE - HEEIRANBEAZ 288 - A NIHELIESE R KB - AR50
HERN > NERERFAIE ASTET T > RIE SR il fA

92 RHILERRE > BRATE AN AR s M4 2 B ERE S o ISR BN I AR > 4
FieE - BEHIEEERE E RS E . TR e 0 5 32 i H
234 DT > 2023 4E 5 H MR 0 smdERE AU AR E i R B BIAER A E A
— DRI R > ieg2iam 0 55 314 > H 196 DUN » 2022 42 11 H  Z5(flF% »
[ B LRSI — RA Z S MRS SRR - H BEVASES » 553241 0 H
132 DUF » 2022 4E 5 H B4R ~ =oofs 0 R BUE EROEEINA I TR E N E
ZALE R R EEETZER > GeTAiZRT] > 55 293 H - H 49 DR > 2022 4
12 H -

93 HIRERTE » WEHEHEE VG ML G EREENIFIEE T E LI ESE 2 R 1
TEE 23K T ERCEE | RS RN T ERAEIEE - SEEURASH AR,
i 35 > EIEE R PERE E 2 FTAE AFHE (A0 - R TRl o
RIFERE A FHEE > nIREE R IR & Z R EH 2 588 - IbIh - FEFEQRRT " A
TSR EEENE ) 0 RIEBEE - NFT ~ SR B S Effe S & 8ul — %
> JAAIEEE - FEIER S5 REEEN 28 - BB a2 e EE
[E5E 17 > H 118-125 «
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HE - R N TESRE 2R HARZ > HAER E S5 HAE
b = A HAERIEHARA SO 2 SR - JRes T w2z o A
BEME AN TR S ZRE VB 2 08 5 H o A T B RO
e ABEL - RN T B RO SRR 2 M T S5 e BLE S JE A

—> AL "%Zfﬁﬁ ?*éﬁ%
N Z R MR E R RS RN RLER | - i
HERERA—> mu%f\fﬁ %?UE@A*E&EMZHJ: (E BT Ry
J:) FAE™ > IRATBERE A E%U%L&)\*ET » AARIER AT RS ]
FEZEECE  HB2 ™ - a2/ 0B EEgEmhs ik
AT ZER R T i AR R R AN S AE d R T ) 2P
FE° o o AMEERE2E (machine learning) et - i 2 - NEE#ZE
TAVEELE T Rseiz BRE ) (EAZRHEBTERR - NSRS 2T
B e NEFHARS THME DS WA HEEAB TSI E R -

94 fFEiEEZGA T - NS DIEES A (robot) MH G AU#fE 2 - SRS

B HEREEREEELERRL (embodied) - {H - FHREREB AT
(intelligent behavior ) - Mark A. Lemley & Bryan Casey, Remedies for Robots, 86 U.

CHI. L. REV. 1311, 1321 (2019). =T fFEMEM S F - EHEY Calo g~ T #4858
NEF ) » Wl b \ TR EERN— SR - R 2 B8 EFRIR T+
BHEAE E HE s A 2 FHf#E - See Ryan Calo, Robotics and the Lessons of Cyberlaw,
103 CAL L REV 513, 529-530 (2015). RGEHTHIZE 484 % I8 Al B 2 fiful » 5[k
TERER ~ OECD ~ Open Al ~ HM Government 252 5377 » See Slmon McDougall,
More Speed, less Haste: Finding an Approach to Al Regulation That Works for the UK,
5:1 Amicus CURIAE 104, 108 (2023).

95 European Commission (EC), Proposal of a Regulation of the European Parliament
and of the Council Laying Down Harmonised Rules on Artificial Intelligence
(Artificial Intelligence Act) and Amending Certain Union Legislative Acts, COM
(2021) 206 final, 39 (Art. 3.1) (2021).

96 [LFEES Y AE B“Good Old-Fashioned A.I, GOFAI”. Lemley & Casey, supra note 94, at
1322,

97 WEHEHE L BEEDVAEIEET  HEAARSIR A H AR GG - 1d. at
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B bR > BT N TR ERG B T a8k ~ nI R 2 EE
98

PN TR EEIT AR ZORAZ DS - B2 g s B0 B
OODA 155 iiE — #5122 (observe ) ~ FHEEE (L (orient) ~ JE (decide) -
78 (act) * o B » LA T 67 - 8B T - D
FEEE Rl > N T E RSB i dEs - BCE R AT Es L2 KERUESE
B WIS BB ER > HHNERA S B RE > HEVATTRE
FE AT R S TR 2 B M S R DA L 2 R - D
FUEPEEY  HEEAZ VEREMRESE — VI RE R AR AR R AR R
e MME  NEEES K E 2 & B REE e R (40
B GER) B ESE — SR E R R

ORI ZEIMFAEAS T 2R - HEREEAIRE > A A THE L
RHE > FARNE LAE WABERSERE TAESEIERE 20k
BENABEERER AN ATEEARERARERE - B
FHEREE AR [EIRRA 2 MEEE > METES0E AR AR H B M 7 IR IR 4
B (S REEE B S - e NEEE A S

1324-1325.

98 Chagal-Feferkorn, supra note 22, at 233.

99 Id. at 236.

100 Id. at 240-244.

101 Id. at 246-247.

102 phfEME - BERE AN TEEZATMERE " FEAY ) o 1d. at 244-245. i
Fred T RE L BETAENER - ASCRRIILR T TR ERY ) A o S LE
Fed R N TR 2 B RGO L Al R NEERFEYFmIDE (EER
HEVEZ S8 R ANZ TR - G AE T EERY ) mEeSEE - IR
PG o AN IR REHERR ASEAEHAE EEDE 2B » Pl AR R B e
FERIREREE - (ERIE TATANA LRSS RESSE ML T &8 RiERE
B HERERTRESEZ A LEEREE ? tgesE L KMEEgimE—T7
HIARZE ? A > FEEZERYE > - ] g IRE S 2 Har - CHAES &
g DR ERS ) &R CHAE - BRSO B TS RSRIE A R
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[ Z SRR TR THHEEVAHE EERANER 2 SRR -
SR B R B A e 2 ™ - FTEh g - BT RE R AR
ZIAFRETT » WAETTEY EREIRAGH M A\ ZAGE - A S - AT
R 2 A AReE ™ -

AL B - A TESE BB S E ZIh8) > AR - L
TSR R > BESBIR RS AHEE - L 2022 FREEH P2
INESINT S Rl > BIliEE 7.5 Skt - NAEHHEEE5) - Wi5e
BN H S LLRF I S 5 B4V 30 BAL™™ » IILABER LA 1557 E 2/ N
itk 8 MrE Y EE KB SRR A - 8 SRS
SRTRE KOS TIT Ry > SR T A G A E TN AU 2 JeB\ b B [ ]
A BRI AREA > Ko B ki - N RS 28R
TRERBLRA I - R H TR ERAI I E 2 RE T > DA EHIZER] - R4
BRIT > IEEIENS > S AT SER P Bl T R 2 e - SATE B IR T
UEFRBIE 2 FIBTIEAE > PLIEE A TS (B e -

TEEH, -

103 Id. at 242-243.

104 Id. at 247.

105 BANK FOR INTERNATIONAL SETTLEMENTS, TRIENNIAL CENTRAL BANK SURVEY: OTC
FOREIGN EXCHANGE TURNOVER IN APRIL 2022, 3 (2022).

106 Pakki, Shoshitaishvili, Wang, Bao & Doupé, supra note 68, at 4.

107 2B ZE > [F5E56  H 171 -

108 Georgios Pavlidis, Deploying Artificial Intelligence for Anti-Money Laundering and
Asset Recovery: The Dawn of Anewera, 24 J. MONEY LAUNDERING CONTROL. 155,
156 (2023).

109 [&E7R » FAMINFTRERE Rokd8 2 SR ETR= 8 TAlE, - B T EE, 0 N
TR APERI G "M o MR AR SR AR TR - BREEE AT
SEBRZ FE - (Rt b 20 A DL T EREEE 2B o AR AR

E2s -
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“oANTITREE VST AEE

EASRESBR B A @R - SEUNEBEBUFHE 2 BT &
E > BN RSRIARIZ 6288 » 2RI > ILAB Z#d T8 > SH QAL - B
BRI S 2 BH B AN > Vi TR SUBE A - JRVTFE - R
EHETARE B S TRELANES 2 4 WITROSEHRIRE T - WitiE >
EERRT] > AR SRS R E R R & 2=
SO Z 8 -

(—) TS RV B

eI ~ L WIREOERIE R 2 N EK A (human
auditors ) & » (R —EzlEPkEL o 2 s ERER - REE 75 AT
EPSEE @ 1. BRHEEE (data layer ) ~ 2. EfzEEAES P (screening and
monitoring layer ) ~ 3. A% < (alert and event layer ) ~ 4. {7

( operational layer) ** -

1. BRHEEFRE - R E NS EEIGEE FEH - IRFH8
EEF (real time) X5 &EMEHE - SrleHyMIEEN - HARGRERE
TREHRE © BUPSHDAE - H5AS © BRI AAE - (HEEMEEEY o ekt
FUEME: (heterogeneity ) 1 & B - RE/ESREE(BRERE  Sa BT (EE S -

110 Pavlidis, supra note 108, at 156.
111 Jingguang Han, Yuyun Huang, Sha Liu & Kieran Towey, Artificial intelligence for
anti-money laundering: a review and extension, 2 DIGIT FINANCE 211, 211 (2020).

112 DTSR wig - BERE-E TR BBl E R 2 Hadoop ~ 5B =~ Solr ~
REEET AU BT 2 Mahout £ Spark - Id.

113 Id. BHRERIEE M2 #ZZ > See also Pavlidis, supra note 108, at 158. 3% F5H »
AR ZRPROREFEREE (invoices) ~ $2B (bills of landing) ~ BE-E {4 ~ &l
&k} (regulatory data ) DL s FoAtr S EFE L (external data ) - JRNEIZZ RIS
See Garcia-Bedoya, Granados & Burgos, supra note 40, at 58.
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2. GREEBAREYEMREY » BRI R AREBEIEFEN © X5 EhE
( transaction-screening module ) FHDUECHIZ &15E 2 2 51 - 44
(name-screening module ) FILALEYIAC 5B B 2 B3 BARE G ~ HF &

HEEFZE (client profile-monitoring module ) F DAES R =B F 2 = BT

BN o 3. SHFEORISES - B TR RS | Shid  EE B EE

ZEF R AR BRI RS R IR » DU E B — D [a R - 4.

TTIEES - BIPE R E MR - 55 |38 iR TE™e -

EERERE 28 BH - M 2 Btk - s A/ DRt - Bt 58

SIRETTRER B ERHE RIS 2 2o > TEAREEL - EE(b2

T o R o B o fEAR BB PR - B AR B MR A B

B EFTRERE ROl B - W S BB ar™ - mE

ERBEORIE 2 EEHBASERE - HETUR > SE R E 2 S EE

(o BEHG EE P LA T2 o USSR 2% TR I B R > 5
(rule based system ) —B[IFHH \HFRSL e » AR LT > 125

SIRECE AR ZRITe 1 P ] Ae b = DUEHS B mss i 2 fEE i

2P TRy R B R 2 (AR5 AR » T SRS B 55 M

114 FHEAFEAFES » 40 Actimize ~ Mantas - Han, Huang, Liu & Towey, supra note 111,
at 211.

115 FHEHERAFESL » 40 Compliance Link of Accuity - Oracle Watchlist Screening of
Oracle ~ LexisNexis Bridger Insight XG - Id.

116 Id.

117 Id.

118 Id.

119 EBEFRILRGRE - See Pavlidis, supra note 108, at 157.

120 Han, Huang, Liu & Towey, supra note 111, at 211.

121 Kamlesh D Rohit & Dharmesh B Patel, Review on Detection of Suspicious

Transaction in Anti-Money Laundering Using Data Mining Framework, 1 INT. J.
INNOV. RES. ScI. TECHNOL. 129, 129 (2015).

122 fRIEWITE - ARG R (RIS TSR - aJREmE 90 % - [Ny - A
%R PHRE 80 %iFEfEREEAE FHAZ S > (& 20 %l A B IR
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B PREER R EEHRE -

R PSS A PRI - 1 2 B R AR R B L A N B BRSY L - #8450
5t AEREVN T SR FIERE Sc o - 49 52 Wi AERA
INRINFE ZHIBEFESE 68 % G FEEN T AhEE
(labor-intensive ) | 172" - S FUHRIEIFI > E T8& - £ 2012-2017
FERIGRE 10 % BERESER L REE R TR - X %
SRR TE IR 2 INRERTE - I B R DA - IRZEEET - AR
SEPREERS LIRS LUE > FUIHES 2B PP - IR B0 EMEFS &
— B PR TIR R A e A -

(=) NLREZPIEEEE 2 HEX S,

AN T 25 R R SAH - BN/ DEEESS - DI B2
B B ERE BB AR RIEHT T - BEAREWA A FEFESE
RZBTEDEE BEIREATRE - AR Z S - AEER - AR
RF5 AR B ERsRiE - TCHEE - HHM S dIR A LS S E B RE
B R REHEEET > PR A Z ARG - HEFIIHRZ AE%E
s JTEISRBE—THERA - BB & N BRI 2 &E 7B A 4 — IR EITAR A

= JEl & > 22 55 o Juan Carlos Estrada, The AML Arms Race: How Artificial

Intelligence and Machine Learning Will Combat Money Laundering, 16 RUTGERS BUS.
L.J. 383, 392-393 (2021).

123 Pavlidis, supra note 108, at 158.

124 Singh & Lin, supra note 42, at 475-476.

125 Estrada, supra note 122, at 392.

126 Rohit & Patel, supra note 121, at 130.

127 Estrada, supra note 122, at 392.

128 Levi & Reuter, supra note 3, at 293. FREUEF B SOFFEER ZAMHEREE - 552
FUEHHED > [ElEE 19
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%35 (advantage of scale) '@ o Y —H A\ THTEERRGAE - Hopk FENAE
TEHERS th g B ™ » TH [k A\ BB 58 2 i@ -

HRX O R PT R 2 BB PR ES - EiFEA T AEE
A S BB R B BRI &R L E > SR - 7
LA EERIE AT - E{E 0] (detect ) ~ 571 (identify ) ~ [E]# (report )
TSR 5y 2 A N TR EaE RN 28 Mt s 2 25 P & s s 5
P ERR R SERGE S » AERRENRE M (dynamic analysis) » 175
ReREH - FFFSEBAR Z AR ENE - IEERE ) 2 IR Ry EE BT > (E45
Z e Rk T AN — 0 B E E R E R R HE R S &R
— VIR SEE ~ R BE G EEHEER > EGNALLE > N TEEE
EDERET RIS RN S B ~ R ~ MRS > o TR

Iz OB TEARANNE R BCE 2 B0 FHIERENE 2 KiEz
o KRS AN TTEIRRA S HEfE e 2 M B EfeRisE e
> TR A TR FE - R R > SR SE SRR
AZGHTES - BV MEM] SRR AL R (regulation technology,
RegTech) <% » 2023 FE4Y%E 1,150 (37T > £ 2026 FFHFZE 2
2,040 {%3=7T » RegTech $HIEZ BEMEIS » RIS H HYAEIE H
— T HEEMTE R B - BRI o 5 A DA

129 Chagal-Feferkorn, supra note 22, at 240.

130 Id.

131 See generally Pavlidis, supra note 108, at 158.

132 Id. at 156. ZESEMAEME @ RERIELHE f RegTech e 7 SHEAT: » #1HBARN »
SIAFE 2 B A - MESEEME 2 AENS - SER T BB H
&~ S HEEAR =L - RIEBEERHL (supervisory technology, SupTech) 2
JEA - ZHAE RHN—8SRE - MREREET S o BT 2 R R R
F o JeEE S HNIEANSE ~ B2 RegTech ~ SupTech #$EFEFZAHIL - FHo R EEE
TORESERAT - BRI LR R R S 2 PRET 0 2020 & 12 0 H
49-70 > https://m.tdcc.com.tw/TDCCWEB/upload/402897967d841dba017e3226bd08
006¢.pdf ( f {238 HEA : 2024 /4 H 18 H ) - Apb&lhs - EniRMEZ Itz AL
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BTEEE > BERE A SER S 90 % (AR IMEES » BRUTEEE 40
%' EECHTIRENSE « B O BIT BTEHAE ) » A FBUE R R Y
IR 2 PR g > VB fEs

BACRERELISN  FRER R P 2 EREEEFTS > B m AN T
BT AEEE o HOEERBENE 2 M - RSB ERNEES - Tor 4k
R R AR ) AR R B 2 B RIEEE ~ SEAV /3 IhEE - (/e HE
R EERORAEVAC SR - — ERTE IR AEIZ > TR R A S R
L2 R 5 A0 Tor B ZsbEt& 2 HEETRE (randomized nodes) » DA
FA(E (blur) (3 B4R RS AR pR R a5 i s
i EEID TS B o HEE - EiRea T 2B 0 ERE
TE AP o FE BRI R -

FATF 2 40 THEERF » 55 22 ~ 23 THERAI 2 f5 € 2 IR EEEEl A
5 (DNFBPs) > JROJREBHDAN T2 EE > BHBROCERETS - a5 ~ REhE
KaC N ~ BRSPS ~ BRAD ~ FETAED - (550 0 5 22 THIHE 2 B
G155 Wi 22 - 23 TEE & TN BUR SR R8T By 2 H e > 40 CDD ~
ERMRT - HRARE FEREUR E TS - H RS TBL - 5=

BER TSR > 1ERINIEE T REEE SupTech SEISK T 2 S BUBUR 2 Ak o DI
B Rl > TEASE SN T e EA A TEE (AD) f55] (BE),  #KE
MBS - MBI BAREE - (RERL - ERAFREEREY S - &
Bt TR FE A F2 R eMEEEHEZE Y sEEAATEE
(Al 55| (EEZE) > H 14-23 > https://www.fsc.gov.tw/uploaddowndoc?file=news/
202312281513450.pdf&filedisplay= ¥ I fE fff 4 1- & i EEFH Al 55| &
Z pdf&flag=doc (f{22% HHA : 2024 72 4 H 18 H) - FEEERL " SRk
WA EF AN THEZHA - TERBARRKESIRES AR - I EEH
EOESEIE I - AR -

133 Id. at 158. =ECEMEH, » 1BSIERHE 90 %% 2 50 % - See Estrada, supra note
122, at 392.

134 DiPiero, supra note 53, at 1273-1274.

135 FATF, supra note 86, at 19-21.
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RSN - A AL SO E - R EEE - E T HEE S
SEZNERGAE - TR RE RSV NERG 5 2 - RS BIEE
B PEE ST RS (ESE - AIPRERA R 2 i 1 - B Al REREE D
JEATH A A2 T AR R AR, - BERS > S DA TSI E =
ZBOFEAAE o FEREFERIEA ~ fHELHER ©

OIS > $FE O EIBEPE 2 FE SO EeIH] > 5 [ N TS HE A
(BRI S ~ ERGURA - TREEIEIERERY e B S S
ttes ~ REBEE RIS IENE  TEE IR RSB - A algEs
Kok§E 2175 (Apnl 2 S B E/T5E) - GBI ZZ T
FELEEE - 19H s -

=~ NI SReEE i 2 Bl
(—) PERINESELRE BB R J3-Hr

FHAZ FOFssEE - B2 T DIERIRESE | 22048 - 40 2014
FRIEEERE RS ERRTEAFRITIRHIE Z SOk 8
e > DM EER Sl (MR - 2013 £ERHiE - VA EEE TR HITE A
FAARGER (ontology ) ZH8AY » JEGEE4EREES (Semantic Web Rule
Language, SWRL ) J HEE48[ (Bayesian network ) (R AT 5EFT ™ -

2RI > DAREAI R B 2 TR - [l i B (e N HRE R BE L
FHEMZ NG - 58> —BROEEAS IR AT B - RIS
By Z RIS ERRE L2 SRR R RZ - AU RE/ B K E R 2 L
A S HERTIIRE 2 S0 TR » (B b 2 AR AR A B4R T — Rk A AE

136 Id. BiFkEEHEHEE IR R EERA B AN e < - AEED - Gathl - AEEL
CNFRUZ 75 HAEHAHERE ZRE -

137 Pavlidis, supra note 108, at 162.

138 Rohit & Patel, supra note 121, at 131.
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Rl BB BRI 2 EE0E IR RS SO S 2 i
R -

ATEASEA E T elaE (feedback) #d , EF - slE8(C N BE~Z
B AN TEEEBVAFTRR A TS 2 SHERS] - e W AU TE
SN o R BB ATE SR E B M R R S Rk
2 B AR o INVE S Bk B 3 - 0B HEAE R B0 T
H 4285 &t (data pool ) DAs(LEIRE M3 5 &R
ZHESR S FEREA SRR SRR A TS TR s
% (supervised machine learning ) » DL /e BhREE & EmE 7774 (dynamic
risk-based ) FFi PRI g i\ g > TSR 1

() WRZHrsm
BRFTaR ARy ) ARRIESEEITALISN - M R 2 o iR =l s
J3#fr Cclustering) » B34 B ARHRDIE L3 TR Z £l - Az =
HOYIRERE Ry AU (similarity) | > BRI % P B SR A IER
B o BRI PR S ERINE AR 1% P 2 &R S8 -

139 Han, Huang, Liu & Towey, supra note 111, at 211.

140 Id.

141 Rohit & Patel, supra note 121, at 130.

142 Alhanouf Abdulrahman Saleh Alsuwailem & Abdul Khader Jilani Saudagar,
Anti-Money Laundering Systems: A Systematic Literature Review, 23 J. MONEY
LAUNDERING CONTROL. 833, 846 (2020).

143 Pavlidis, supra note 108, at 158. FEFXZE % » Z CFEIFHE R » BEENTZE 2
it » RIS T R s e 2 PR (R TR

144 BHREE\ b ALERE U5 A DREM Dh g s A B AU S E iR bt - AHBE ZaF (4 (assessment)
JiiE—HiA (outdated ) - mJREfERERE E g - NIt - MERASEREFAS -
I EETERE - STERSEEERY (agile) FEEERETT - fERTRERYIEIL T ILAEERFHRHY
F-E& (technology by supervisors, SupTec) - See FATF, GUIDANCE ON RISK-BASED
SUPERVISION 65 (2021).

145 Rohit & Patel, supra note 121, at 131.
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GBS ~ LGB~ WA ~ 8~ A - o iHEE - HhEEr
BEY o SVETER B EBEC RIS LEE T - JREN > B FEEL
R 2 (8 NERHBE 5232 Z & e 55 B LA HIET g — T <
GREEREEZE P BT Y MR AR E R o AT RSy
Moo HRES RS2 EH EEADEIT Y » BFEEBEME (logistic
regression ) ~ JAZERS (decision tree) ~ fifEFEEHET) ( XGBoost) ~ HEf
URHESS ( AutoEncoder) ~ JZEFEHAE4EEE ( Deep Neural Network ) 2549

PRITESE A 5 2 RS T DU 2 3 (B 4b (visualizing )
Zothiilias B - # B2 oA aELIF LS (degree of
centrality ) FJEr45 %5 (nodes ) 2 fEIEE T M4 =2 4FE 43T ( network analysis ) ~
PRITEEBEEI R RE (2 &S M (link analysis ) ~ REAZ Zwr & FfE e <
& T RE R E T LAY & 4888 73 (social network metrics ) ~ [ {52 3H

(graph learning ) % - FEREAFIEZC T 0] 2 HEDERiT GG H 2858
= =P (natural language processing, NLP )~ [ #5 [E| JE & FE 4 & ( fast graph
convolutional networks ) 20 -

EEAN - R =~ sy FHEAEE ) (risk classifying and scoring ) {555 —7F& 5y
M=t o HoE(F FEEANE FEM 2 KSR - BEERA - HE: - &
ER/N RS THEEER Z B R A E 2 B sk - BEE T
ANEZ BB 8 IR RTREAC S - iRIEHSE - BERE AT » AR
il BRI B MmEAM 2 a2 BRI - I°E
B > Sz ™

146 Garcia-Bedoya, Granados & Burgos, supra note 40, at 58.

147 Rohit & Patel, supra note 121, at 131; Han, Huang, Liu & Towey, supra note 111, at
211

148 Garcia-Bedoya, Granados & Burgos, supra note 40, at 57-58.

149 Id.

150 Han, Huang, Liu & Towey, supra note 111, at 211.

151 Id.
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(=) R EH| —Ayadsi ~ SAS Eil Google

B L > Avadsi (2T RARESZREFE 2 ROE S 247 - Homabl " 175
R Rt 2 HMEE S - BABE AP 2 XS EE W T T RN
277, ks KR P EER ST A2 B(LEEML T - EEHFE S
F1TFy ~ MR 2T R AR DI REEE R v 5Esc 5 -
LA > Ayadsi Z 4 BIIEE ST 5 @ 1 2 AHBR & - W5 58 - i
1% ~ RRFEIES - (FeRiRiEsE RIS RIE R - ESIRITRIER It
— % > WIEFRBIHIEEERLT 20 %27 i DIRRE' -

ZA5 SAS ZHT T - BRI FIT Rl EA BT ey - HRESY
BORB 52 Gl BB G EEFREUR » (o TEN BRI 553
Lo HEEHE » NEHNE R 8 2 EormlH - o rETRIsE B A MR
RIS HE > TR SE 225 - DAEEFI 2 Ayalon frs/AERIERA L
—J7% - A B SAS SL[EIBHES I 2R -

ie3T Google JNHEHESEIHIZ 4t » HAFFEOAL a1 2 AR AR
B35 » DIMREREE R TERT T « ZBIE b » Z ARG ME RIS R
25 INEIRHR MR L 5 2 56 B - DR G s R
B JFA - % Google il - H 7 ZEFEFREREK 60 %2 (Al5 & - G
i 2-4 % 2 FEREIRIREL - NE o SRl L2 EH 0 JRE [REE 1R
HERE > EXCETEREA o 27 - [BES - Bradesco ~ Lunar FEFRITE
BEAATR I 5 2™ -

152 & k> [A]EF 23 » H 53-55 -

153 [EFEE - H 55 -

154 Dylan Tokar, Google Cloud Launches Anti-Money-Laundering Tool for Banks, Betting
on the Power of Al, The Wall Street Journal, available at
https://www.wsj.com/articles/google-cloud-launches-anti-money-laundering-tool-for-b
anks-betting-on-the-power-of-ai-2512ccce?mod=business_minor_pos4 (last visited
December 9, 2023).
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H o BBEAIFZRERT RIREK

PEERTT BRI » RIECRBFEOSUMBIHBEL - A1 EZ ks
i EAERE A TEEHEEENARERE  BAAPE
FEES o IR > RS BT E— IR - BREAR SR i R AR R g
DIANS > HFr BSEER > AL » (FEECR L ~ B R b2k
R - AR A AT EE  EEHEEE s S EEBCR%E =
TR B R © HR - smallE CERMERE (data localization )
w2 WRORSRERIE S TIEZEE © it AN TEERERIE i HE
& T HE 0B » IR [T $1 4R F R EEER T E
5t o WEERE > A EE REE ZEBVARBCRAR 1 EAFAIR K
FEA

— ~ NIRRT Bl BB v 7 ™
(—) R - Wk B SER

Bl 2 N TR EBER - 1F 2020 - 2 N TR 5 = ( White Paper on
Artificial Intelligence - A European approach to excellence and trust ) #%7

=5
=

155 JEFREH R AEIEDIATEE TRffifgm |, 28zl oA E &R
1Tt~ BB E R ARG IER E 2 5Fm » MGEENERE 2 E - B
AR RRE > ST > See generally Rohit & Patel, supra note 121, at 132; Han,
Huang, Liu & Towey, supra note 111, at 211.

156 FTEFE G - Aeifest 2 &E - ERES N TEER )T ZIEBEEER
I > W20 Al RE Al 2 N 8w - BN IEE AifE B 2 atam - HP A TLEEEHIE
7 FEBHEE - 2EBENEDE (SFRED) EAT 2SR #E S HEB) LR
fir > TEE BRI - EEE RS RIR A L BRI 2 R iRET%
IERE T S - ILRERGEE - EEECERE - BEN A S I i E SRR
PR > SR —HE SR - /FE HREH E R EE N E— DR s
MARHRIR S e i - ASCHIREEN N  ERER K ERIA T EE HIER 3
afe L EME - R LB SRR S5 88 7 ZE M AT RE 2 B EhEL{EZE - JIANER A -
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%> CLRKETL - FAoRBEE > HEEMAREII OS2 A T8E (trustworthy
ALY > T Al R FARE(RHE™" - 2021 FERTE ZEAIE IR (risk)
SEE R BRI TR R S e A\ L S e R i
DURFELFIE R e araslh 1 Jlsakizan'® 2. &
FBHRE 3. EElR ™ 4. FBfE MBI TEM: (robustness and accuracy )
164.5. A EES7H(human oversight )*°~6. iz A= 477322 remote biometric
identification ) JER] 2 PR&™® ~ 7. HERFE""Hu - 2024 4 4] - BUS
Al EZ BN SR BY5 AlERZ S8R - BE AR E

157 EC, White Paper on Artificial Intelligence: A European approach to excellence and
trust, COM (2020) 65 final, 1-2 (2023).

158 Sz EEG 2 b BT (RAERSETHIHZ HiY (intended purpose) [& 55 - EC,
supra note 95, at 13. FFEFCHE » WIAEEIERE (VMEE (At 5(@)) ~ ZEFFE
FIRABEBIERHERGE (At 5(b)) ~ fRIE A 217 RatE it & o BRI~
FHEJE (unfavorable treatment, Art. 5(c)) ~ FF/& " fReEJUFRMEE A - Bz -
HUERRR | 2 EIFEE (Art. 5(d) ) 5% » ZFIEH#EEE(E - EC, supra note 95, at 43-45.
ENEEEE RS IBEEER S ET T - FERNEFRF 6 RILT -

159 fEEbm 2 N TR E R » JRAE B FEERHUCE BAs = JE S 1 - ARIZEREE 2 ARE -
B R AT B = & 2 RHE S B FREE RS (voluntary label) - REEFIF 2T AR
HANTEE (S5 - See ld. at 24.

160 See generally, Id. at 18-24.

161 aEfREDRIZ T ~ MERENBURRH B A - (& RES -

162 HlISRERHEN A2 08k ~ BRMER T - B i S 408k OR T -

163 FEVHRE N TEE ARG ZAET] (capabilities) B[R] (limits) - H = OHBEHE
OEEGIENE -

164 JEREIR AL IEMES M B PEMERE ~ 455 ATEE M (reproducibility) ~ Z&FREE
BEST ~ SRR R B (resilience) -

165 fiE\fa S EIE 7 N AR - BRES L2 AT E (human-centric Al) -

166 JFAIZE (R EFEG T - MEAE S PLLOIFERAIRTIE & - MEFBUEATRESE IS -

167 1RF2MIE ~ BUEEENE - (T AREE A RFEERR - ERTHERE -

168 BIR{EHEME ~ FREME - JEEME ~ DAAR L ~ FARE Z 7877 (Ra&55 - European
Parliament (EP), Corrigendum, Artificial Intelligence Act, P9_TA (2024) 0138, 3-7,
159 (Art. 1.1) (2024).
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BHIEREE® - EEE A SR TR O EEE > TERIEE R
IILUETE ~ AMEUE™ - EHARE > EHEBLIEE - M -

g B RS Z ARSI ORFF LA - BUE RN T E S
o ERERENLE o RBAEAR R U] - BREERY 2016 FimiE—E
FHRER A (General Data Protection Regulation, GDPR ) » “NMEZ K LLE
BB i AR AN B WA SR B S FE AR
i 150 B{EH Y B Bk A THE L GDPR 2 ZEK' % 5 R 2 kI NE
B IR R A — KRR TR AT & JE A XUTE ( Brussels Effect ) 1™ -
2024 FER IR Al A BIB1% - %5 GDPR fEfm 2B 2 B 2 FH - 84
FFZEEB TR Al JESIZER -

FB 7 AR AR BB - W DEENE P AIWE 2019 R
s EE) AN TR B MBS 2 5 (Supporting the Development of
Guidelines for Ethical Development of Artificial Intelligence ) » HFg H 4175
B PEBL m] R M ~ EER B AL B ra - R MR EAEE G NOASR ~ W

169 BIELZAR( - HEER S RE 32 < 1d. at 26-50, 189-195 (Art. 6, 7). R - EX
M E B 2 50 - FEHAMESZE g, ZJEFE - 1d. at 165 (Art 3(2)).

170 B HRAE Al FIRZZE (W - S5 =500 Ry B 40 2 R fFE I - BFEE
# () HZEASZIOR (B - HRGHREE REEZZR (5
=8~ SO 3B (EIUEN) ~ AR aHEERRES (B -

171 fnPEETERR - SEAa R E AN T AT SR (general-purpose Al models) ; 7 #
&0 ° See generally EP, supra note 168, 90-108, 285-299 (Chapter V). Yl & ia

(55 2 556 2 TH) ~ FrE FRZE ILARE RIS (56 5 fR) ZH87T - FUIERM
(55 315 ) ~ EHAFE (BIUE) - BB (38N )  JGEH] (L)
PR R NS 2 R - AR R - AR —— 4

172 32055 BT A L 6 AR 5 B 7 4500 S SRR+ R (A P
FiE 49— (uniform business practice ) DL FRELEE (economies of scale) =%
& o See Anu Bradford, Europe's Digital Constitution, 64 VA. J. INY'L L. 1, 6 (2023).

173 Id.

174 Anu Bradford, The Brussels Effect, 107 Nw. U. L. Rev. 1, 3 (2015).
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PRBLN SR o BB NG AR L R SR fTI0% - 4 2019 425
A et = E b B E# T 448 (high-risk automated decision systems )
e 2 EE AR EAZE (Algorithmic Accountability Act ) » B4 =P Y
ST ~ FERGE M ~ IR B EUEZE - Bl #Ea (facial recognition )
FETE R 2 HE - SRR ~ N ~ Wi~ EFIEEIN - RN EEE -
ZEHAME (transparency ) 75 » AN ~ 193*[ SEINAMHBAZR - HArRE A
FERZ IR ~ BUMERI S - 19AT0EE R - HERECE > 84 » £EH
Al BUREETT AR BREE R G P’%Hﬁ iBZJE’&ZiZ%%T\%??ELFW °
F¥5 (Joe Biden) #4847y 2023 7 10 H#2 ZTEE< » (REET
HIE S 2 BUORFRAE - HERhEHE + 1 ATEE ZZe g% (safe and
secure ) Y8 2. EE(T 2 AIE - BEEBLAE (responsible innovation
competition, and collaboration ) *° ~ 3. &E{T-yZEEA(# FH (responsible
development and use )*8°~ 4. {528/ \SEER/N EAHEF](equity and civil rights )

175 Yoon Chae, U.S. Al Regulation Guide: Legislative Overview and Practical
Considerations, 3 THE JOURNAL OF ROBOTICS, ARTIFICIAL INTELLIGENCE & LAw
(FAasTCASE) 17, 20 (2020).

176 1d. at 21-29.

177 FEEEE > B0 RZER] Al BURITTES INTL ARG EL# > see Srinivas Parinandi et
al., Investigating the Politics and Content of US State Artificial Intelligence
Legislation, 26 Bus. & PoL. 240, 240-243 (2024). BHNER A TR ERK 2 ElH
HERMEBERHT AN ZE (The Office of Science and Technology Policy, OSTP ) & 5%
2022 SR EARRMEZ HEE > DELKEE G5 Z2BRZ 24
%ﬁmﬁé AR - BEREERL L%Déﬁi@eﬁ% N RBEIHE A - R8T
= HEARANER BREARERS DU R R v o M ERRE R (0 N2
ARRE) I AR FE T S LL I Al - See generally The White House,
BLUEPRINT FOR AN Al BILL OF RIGHTS 8 (2022).

178 BfEEfaE (BRZR - &FEe ~ AEZe - fEi5des) - ERMIEEE
[ERE ~ B AR < HE B EL 122 ~ )\E%@?F]\*EE@JZ%D TERESE -

179 BFERMT AA NG - tHITRAEETL - HEV EREIRE - K/ IMREFESER 2 A\ F
PIREE o

180 H TS HEAE R FF A O -
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Bl 5. EFIMES GBI A TR EEH 2 2R % - (MRS
FEBINBUR - SGRHRTEER] > SR Nt HE IR DL e B
1o BT BRI E IR 0 N R R EIRE AlAHITRES -

() R e B Pese N TRSHRE Z K5

N TEEERBERAN . LA  SSEER 0L N E
AERIZRN SRS A TEERR O EREERKEE - 25 - BUER]
R bR [ IR YA RS A o (E AR A P2 R o MR SR — R AR
e - H 2023 AR HH 2T AHFIAIH 2 N TR EE #F-E%( A Pro-innovation
Approach to Al Regulation) ; 32 » KEGREAERFFRAAEZRE I LUE
BIMEIE Z " [ IR BER B B T AR 1 55 388 - SR ECR R
N BT FRATHEFVER 2R SF 0 B E BrE e A= H A &
- BRSO AERRCR » GFFETE RIS AIERE R S5
A% K Al H ZAEIEZRKEAL - I BN EEH M E RRE
BAR—2fEks - HUIABPEN S 2 N TSR E > SBILERUR
AR (IR FATF BREEFE S DLYN 2 55 R A E Pk -

FEHREAS > UATHEES - A ERAURR 8 > & A

181 GFERFEH ~ SR ~ PReEREAL - WM R AE(ERE (healthcare) ~ BRI - 2
B~ 25 (housing) -~ i AU AT RE 2 (EE -

182 See generally The White House, Executive Order on the Safe, Secure, and Trustworthy
Development  and Use of  Artificial Intelligence,  available  at
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-
order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligen
ce/(last visited December 10, 2023).

183 [EH%E 5 BEHBEATIRE —— - BN EEUATEREIEE 5 (%4 (bilateral trade
agreement) £ WTO 5% - ¥ E B 5) B 52 Wi i N BB il AL 2 $R5T - See
generally Han-Wei Liu, Exporting the First Amendment through Trade: The Global
“Constitutional Moment” for Online Platform Liability, 53 Geo. J. INT'L L. 1, 1
(2021).

184 McDougall, supra note 94, at 118.
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IR - TRATRERS B RO B BUA Z B EIEE - BUE Al VA
R N TR B E R 2 215 © KOS 2408 2 S E R > HADIA]
RERZEEE 6 REE 2 15 ~ M= 6(e)FriE <z " BABUAB A& ILIEME
B EARAER DRSS, ' SRR 24 240 - % =
2023 FATE a R o AT EbR N E - AERER L e OF RS~ £ -
ZFRBZH) - fisde - S NEEEENE - HECEERT
FAAE o B AT EREFAZEEE (Blueprint for an Al Bill of Rights)
1 BN 2 BRI DU A N ARZE R ES  GIERE
N s s E bt R R A - B IR ARGt - FEA2 el
BURIEER[E] o (AT R, BRI GO E 2 B8R /D - s
EEEIRSIR Y CEFRE L'

SroA IR B e 2 2 SRS - HAtAE B T B AT ke ~ (A
BRI AT - ROBGEARE - A8 A (human in loop) 2 ~

185 EP, supra note 168, 427. sz fieii#tFmas " HAANERI I ) 2Nk - GHEE
Directive (EU) 2016/680 [ &2 534 (profiling) ZiESE » mIEEHALE FBIR %R
FHEE MBS [‘profiling’ means any form of automated processing of
personal data consisting of the use of personal data to evaluate certain personal aspects
relating to a natural person, in particular to analyse or predict aspects concerning that
natural person's performance at work, economic situation, health, personal preferences,
interests, reliability, behaviour, location or movements;...] °

186 i HEl 2 JE bR ESE - K5 13— S EbgET(G (assessment) ~ EHE (manage )
B4R (mitigate ) 2 F%5 - The White House, supra note 182.

187 The White House, supra note 177, at 21.

188 Id. at 49, 51.

189 EAR Ry - ERIERITEEGLUINEAIER " REERE | HhARKEGHEZ B
SRS o WKIL - INEZ IEAB) R R B MR R PE B AR 2 B R - See
Srinivas Parinandi et al. supra note 177, 241.

190 P E - EEGAENESE GDPR f—E7 AV EE REEDE - (A&EMERHRHE
BECEYBEIT/EE T - See generally HENRY GAO, DATA SOVEREIGNTY AND TRADE
AGREEMENTS: THREE DIGITAL KINGDOMS, HINRICH FOUNDATION 9-10 (2021). %
It AT EEEDAAMA(E FEE A2k - ATy m] P W AP S e R —
TEREE AR



——=F~H ARCGEAN TS TRIUIE ZI5E 187

ANILEZZRRENGE ERRE R ICFEARE Z B 1R
HEDA Y Bt - W - SRR - £ R A T
AR > RORE 2 SRR E T EI R R S
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Abstract

Within the realm of countering money laundering, a landscape
characterized by progressively intricate methods, diverse sources of
terrorism financing, and the widespread proliferation of technology-driven
illicit activities, it has undeniably ascended to a pivotal position in legal and
policy discourses. This paper embarks on an exhaustive exploration,
commencing with a detailed exposition of the intricacies inherent in
contemporary money laundering techniques. It meticulously scrutinizes
recent instances wherein illicit transactions or money laundering activities
have adeptly exploited advanced technological means, such as virtual
currencies, prompting an in-depth inquiry into the evolving landscape of
contemporary anti-money laundering legal frameworks. In response to the
mounting intricacies of money laundering and the palpable inefficiencies
associated with manual anti-money laundering audit procedures, this paper
ardently advocates for the manifold benefits arising from the strategic
integration of artificial intelligence into money laundering prevention
methodologies. Beyond introducing recent trends in developing anti-money
laundering algorithms, it sheds light on the continuous innovation within
artificial intelligence solutions designed explicitly to counteract the
multifaceted challenges of evolving money laundering activities. Moreover,
the paper strategically pivots towards a nuanced discussion surrounding the
potential challenges artificial intelligence anti-money laundering solutions
might face shortly. These challenges encompass the variations in artificial
intelligence policies among nations still navigating developmental stages
and the hindrances arising from the overarching trend towards localized data.
Additionally, the paper carefully addresses the potential impacts on
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anti-money laundering algorithms stemming from disputes related to digital
sovereignty, further complicating the landscape. As the international
community grapples with these multifaceted challenges, this paper seeks to
enrich the ongoing discourse by providing profound insights into the
intricate nature of money laundering prevention in an era characterized by
rapid technological advancements and the ever-expanding web of global
financial interconnectivity.

Keywords: Money Laundering, Anti-Money Laundering, Technological
Regulation, Artificial Intelligence, Data Localization, Digital
Sovereignty



